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Abstract: Leveraging of ecosystem services provided by stream buffers has the potential to comple-
ment conventional engineering solutions such as water treatment and reduce public health risks to
consumers. These buffers interrupt the movement of contaminants and sediments from non-point
source sources such as agricultural land to surface waters. This study uses System Theoretic Process
Analysis (STPA) and Early Warning Signal Analysis based on STPA (EWaSAP) methodology to
systematically examine the sociotechnical structures involved us managing vegetated buffers in sur-
face water catchments using a theoretical scenario representative of typical surface water supplies.
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1. Introduction

For Water Service Providers (WSP), the safety and quality of drinking water is para-
mount to protecting public health and providing a valued product. To ensure safety, a
WSP must have a good understanding of the potential hazards of the supply system all
the way from catchment to tap [1]. In drinking water source protection, ecosystem services
in the catchment area play a vital role in the cost-effective delivery of water quality out-
comes through controlling the movement of sediment, nutrients and contaminants as well
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a negative correlation between stream buffers area and treatment costs. The resultant re-
duction in treatment costs provides a compelling case for using vegetation buffers as a
public health risk management strategy and reducing operational costs associated with
water treatment.

The water quality benefits of stream buffers appear to be well understood in the wa-
ter industry. Many examples exist where stream buffers have been used to improve water
quality outcomes [7,8]. In addition, studies have shown that the public is willing to sup-
port catchment interventions to provide water quality improvement outcomes. For exam-
ple, in the water industry in England and Wales, customers have shown an acceptance of
beneficiary pays solutions in catchment management for drinking water source protection
[9]. However, a review of the Capital expenditure (CAPEX) bias in the water and sewerage
sectors in England and Wales found that for many water service providers, there is a belief
that CAPEX solutions are favored over solutions that rely on operational expenditure
(OPEX) [10]. Much of this bias arises from a perceived lower certainty of outcomes of the
operational interventions on natural assets.

This study uses System Theoretic Process Analysis (STPA) to systematically examine
the hazards inherent to sociotechnical structures involved in using vegetated buffers for
drinking water quality management in surface water catchments. STPA is a hazard anal-
ysis methodology based on System Theoretic Accident Modelling Processes (STAMP),
which, being founded on systems theory, views safety as the emergent property of the
system [11]. This method has been used in a wide range of applications from aerospace
design through to regulation and legal systems. In the study of drinking water source
protection programs by [12], STPA was used to analyze the hazards associated with catch-
ment-level ecosystem services provided by stream buffers. However, the study only con-
sidered ecosystem services in general without inspecting the different processes individ-
ually. In this study, the sociotechnical system of interest includes technical, social, eco-
nomic and agency interaction factors which control the water quality outcomes from veg-
etative buffers. The use of conventional hazard analysis techniques in this type of system
or process is limited as they focus on the reliability of individual components and miss
the interaction of the various components in the plans. Furthermore, such approaches
have limited ability to identify leading indicators of safety or early warning signs.

Building on the hazard analysis using STPA, this study investigates the leading indi-
cators of safety throughout the system based on the Early Warning Signal Analysis based
on STPA (EWaSAP) methodology proposed by [13]. The EWaSAP methodology pre-
sented in [11] builds on the STPA methodology for hazard analysis to identify possible
early warning signals that control actions may be failing to enforce the safety objectives of
the system.

2. Methods

To test the applicability of STPA and EWaSAP for the assessment of process risks in
managing vegetation buffers, a theoretical example was created based on typical real-
world conditions. The hypothetical scenario constructed is a surface water catchment used
for the public supply of drinking water with a broad mix of land uses controlled by dif-
ferent private and public entities.

2.1. STPA Method

The STPA methodology consists of four key steps: define the purpose of analysis,
model of control structure, identify unsafe control actions and identify loss scenarios. In
this study, the four steps of STPA are adapted from [14] with the parallel EWaSAP steps
[13] are described in the following sections
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2.1.1. Step 1—Define the Purpose of the Analysis

In the definition of the purpose of the analysis, the unacceptable losses are identified,
as well as the associated system-level hazards and the corresponding safety constraints.
In this STPA step, the EWaSAP tasks include:

1. Identify agents outside of the system scope that need to be informed about the po-
tential realization of a system-level hazard.

2. Establish a synergy with sensory services within and outside the system scope and
identify with the -level safety constraints that have been violated.

2.1.2. Step 2—Model of the control structure

The model is not a physical model of the system, rather a model of control hierarchal
control of the system components included in the scope of the analysis. The control model
is created using a series of feedback and control loops [14].

2.1.3. Step 3—Identify unsafe control actions

The next step of the analysis is to identify ways the control actions can be unsafe. [14]
provides four prompts for identifying potential unsafe control actions (UCAs) being; not
providing the control action when required, providing the control action that causes a
hazard, providing the control action too soon or too late, or is stopped too soon or is ap-
plied too long. The concurrent EWaSAP tasks relate to the enforcement of internal aware-
ness actions.

2.1.4. Step 4—Identify Loss Scenarios

The loss scenarios combine causal factors that can lead to the identified UCAs being
realized. The EWaSAP methodology focuses on using the pool of data available to indicate
the existence of factors that could result in the causal of UCA and, ultimately, the violation
of the high-level safety constraints.

3. Results
3.1. Definition of Purpose

In the scenario presented, the key stakeholders are the consumers of the water pro-
duced by the drinking water catchment. Therefore, the key losses or accidents considered
are the illness or death resulting from pathogens or contaminants introduced from the
catchment area. The causes that could lead to such losses are contaminants or pathogens
in concentrations too great to be removed effectively through downstream water quality
control barriers or water quality that reduces the effectiveness of downstream water qual-
ity control processes. For drinking water supplies, these downstream barriers typically
include water treatment and disinfection processes.

For ESWaP step one, the focus is on identifying the agents outside of the system
which must be informed of realizing a system-level hazard. In this case, the main agent
would be the position in direct control of the drinking water system, which for a typical
WSP may be a position such as a Water Quality Operations Manager. In this situation, the
indication of degraded water quality would come from a violation of the water quality
limits set that reflect the verified capability of downstream water treatment and disinfec-
tion processes. The high-level hazards, corresponding safety constraints identified, and
the associated warning signals are provided in Table 1.
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Table 1. The system-level accidents, hazards safety constraints and indicators.

Accident

Hazard Safety Constraint

Indicators of Safety Constraint
Violation

Supply of un-
safe drinking

H1—Stream bulffer is not ef- Indicated by: levels of pathogens exceed

fective in removing Patho-

Buffer must ensure the removal o
- the capability of downstream treatments
of pathogens to specified levels

water gens Sensors: water sampling data

Supply of un- H2—Stream buffer isnot  Stream buffers must be main- Indicated by: condition assessment

safe drinking correctly managed and tained to ensure they function Sensors: visual inspections/condition as-
water maintained as intended sessments, land manager feedback

Degradation of
water quality

H3—Stream buffer is not ef- Stream buffer must be able to
fective in removing contam- remove contaminants as per the
inants to specified levels  intended purpose

Indicated by: runoff meeting set specifi-
cations

Sensors: water sampling data, in situ
monitoring

3.2. Safety Control Structure

In a drinking water supply system like the scenario created for this study, the quality
of the water supplied is under the control of the WSP who are accountable for the final
supply to the customer. When it comes to catchment management, the management struc-
tures, and accountabilities for actions to protect water quality outcomes involves multiple
landholders and government agencies. The WSP often has limited direct influence over
the landholders and government agencies responsible for natural resource management
and pollution regulation. As such, included in the safety structure is role the government
agencies accountable for the management of water resources. Also considered in the
safety structure is the role of the public health authority with statutory responsibility for
regulating drinking water supplies. While there is no direct responsibility for managing
stream buffers as a regulator, there is indirect influence through regulatory actions. In-
cluding enabling actors in the safety control structure provides a detailed view of the
broader sociotechnical structure which influences the successful management of ecosys-
tem services in drinking water catchments.

For the WSP, several key internal functions are included in the safety control struc-
ture as the control of these functions has considerable influence on drinking water quality
outcomes. The WSP functions relate to the maintenance and operations and the planning
actions related to water quality control processes. For the study scenario, the description
of all the key actors involved in managing vegetative buffers in drinking water catch-
ments, associated control actions and information are listed in Figure 1.

3.3. Identification of Unsafe Control Actions

In this step of the analysis, each of the 18 control actions included in the high-level
control structure was reviewed to establish the scenarios in which the control actions can
be unsafe and potentially violate the system safety constraints. As a theoretical example,
the identification of UCAs was based on the authors’” knowledge in conjunction with in-
dustry guidance and the WHO guidance document on protecting surface water for public
health [4]. The actions considered multiple aspects, from typical planning and operations
to strategic management and policy. At this stage of the study, a total of 46 UCAs were
identified for the high-level control actions related to the management of stream buffers.
A sample of the UCAs for operational and strategic control action is provided in Table 3.
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Figure 1. High level safety control structure with control actions and feedback.

Table 3. Sample of system level unsafe control actions (UCAs).

Control Not Providing Control
. From To ] 8 Providing Causes Hazard Too Early Too Late
Action Action
the land manager is de-
Land manager does . . .
land man 3rd party ot manage the condi Land management actions  layed in responding to
- 1_
Land Man- Stream Buffer . & conflict with the drinking wa- conditions that degrade
agement tion of the stream . .
agement ter quality objectives the performance of buff-
buffer
ers
there are no perfor- The performance require- The performance re-
Set perfor- ~ Water  Field Opera- P p q nep
) . mance requirements  ments set do not meet the  quirements are changed
mance re-  Quality tions and ) ) .
) . ) set during the planning  needs of the application and no longer meet the
quirements Planning Maintenance ,
process buffer’s performance

3.4. Causal Factors, Countermeasures and Early Warning Signs

The causal factors are the scenarios that result in potentially unsafe control actions
and the eventual potential resulting in the violation of the high-level safety constraints
previously identified in Table 1. The STPA Handbook [14] includes guidance for the iden-
tification of loss scenarios as the fourth step in the STPA method. For EWaSAP the third
step is to enforce internal awareness actions to indicate the occurrence of a flaw and the
violation of assumptions made in the design of the system. This step is a proposed add-
on to step 3 in the STPA method. For this study when completing step 3 of EWaSAP in
conjunction with the STPA method consideration was given to the potential causal factors
when identifying the signs of the flaws occurring. The next step was to consider what
countermeasures could be put in place to prevent the identified scenarios leading to un-
safe control actions. A total of 73 causal factors were identified from the UCAs each causal
factor than had a corresponding countermeasure assigned. As some of the causal factors
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had similar failure mechanisms so had a similar countermeasure assigned resulting in a
total of 61 countermeasures. A sample of the Countermeasures is provided in Table 4.

Table 4.

Unsafe Control Early Warning Sensor

C 1 Fact Count
ausal Factor ountermeasure Action (UCA) Signs Requirement

Engage and educate 3rd party = Land management

land managers opera- . . ’ .
landowners to ensure their man- actions conflict with

tions are not compati-

land management  Should indicate
. . 1 activities/actions compliance with ac-
. agement actions are compatible the drinking water
ble with buffer man-

agement

are impacting cepted land man-

th drinki li : i -
with drinking water quality ob-  quality objectives buffer condition agement practices

jectives

The challenge of the

raw water is greater set service level requirements for

than the ability of the the performance of the buffer
treatment process

Noncompliance of Should measure wa-

raw water quality ter quality against

with service level the relevant param-
agreement eters

The water quality
supplied does not en-
sure public health

The sensor element is derived from the control feedback in the safety control struc-
ture and supplies the controller with information to control the actions of the actuator.
The actual sensor will depend on the specifics of a given situation and may include visual
observations, water quality data etc. The timing of information from the sensor will de-
pend on the rate at which conditions can change. The timing of sensor reading is essential
for informing the early warning signs which confirm if the countermeasure is effective
and enforcing the required safety constraints in the management structure. This process
was completed for all 61 countermeasures identified.

Of all the early warning signs identified the majority related to the risk assessment
and planning process accounting for 39% of all indicators. The risk assessment and plan-
ning processes set the foundations for the overall system, issues are identified and recti-
fied, and this stage can prevent possible degradation due to management actions. The
next highest number of early warning signs can be found with maintenance and operation
functions (13%) and government policy and regulation (12%). Like any other asset in the
water supply system stream buffers require ongoing maintenance and operations to en-
sure the expected level of performance is maintained. In this instance monitoring the early
warning signals related to operations and maintenance functions provides greater cer-
tainty in meeting the water quality objectives set. As for government policy and regulation
while not directly influenced by a WSP there is importance in being able to navigate the
aspects of policy and regulatory which influence stream buffer management. The smallest
group of early signs related to water quality sampling accounted for only 3% of all indi-
cators identified. Water quality sampling is often used as the principal indicator for the
effectiveness of water quality interventions. While effective for characterizing water qual-
ity, monitoring is a lag indicator in this instance as stream buffers may become seriously
degraded before any change in water quality results is observed.

4. Conclusions

While the value of ecosystem services has been widely recognized in the water in-
dustry, there has been limited investigation of warning signals in the management sys-
tems of such assets. Using a structured hazard analysis provides an insight into the man-
agement needs to ensure that stream buffers continue to perform as expected in the supply
of safe drinking water.

This example provides a valuable test of how taking a highly systematic approach to
identifying hazards using STPA can help to better understand management requirements.
Furthermore, how developing a set of early warning signals and sensors using EWASP
can help to understand the warning signals and sensors for effective management of nat-
ural assets. The uncertainty of outcomes can be limiting factor when deciding between
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investing in catchment interventions and conventional water treatment infrastructure.
However, the approach of using STPA and EWASP in combination provides a basis for
being able to systematically design management regimes for greater assurance of meeting
the requirements for the safe reliable supply of drinking water. Due to the systematic ap-
proach, this approach can be expanded as needed to encompass a range of different oper-
ational risks such as the interlinkages with technical aspects such as water treatment pro-
cesses and sociotechnical aspects such as policy development.

The substantial number of early warning signs identified in this case would require
significant resources to implement and measure. The methods used are very help in iden-
tifying the hazards involved, however, do not provide a means to assess the relative im-
portance of the warning signs in the overall system. The validation, ranking and selection
of the final early warning signs warrants further research and investigation to assist WSPs
in safely managing ecosystem services to protect drinking water quality.
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