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Graphical Abstract Abstract: This paper is based on a research
literature review for identifying the challenges
posed by the use of blockchain technology in
healthcare under the scope of the right to
privacy and the protection of personal health
information (PHI). The objective of this study is
to analyze how research can help healthcare
providers implement effective and compliant
solutions based on blockchain technology. Many
ethical and regulatory challenges are still
unsolved such as data privacy, performance,
scalability or security. Public authorities — still
trying to understand blockchain technology and
its benefits — are today in a ‘wait and see’
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position: few compulsory regulations cover
specifically the use of blockchain technology. As
a consequence, actors involved in blockchain
technology are facing legal and regulatory
uncertainty. Therefore, it is a necessity to adopt
specific laws related to the implementation of
blockchain technology in healthcare. European
Union (EU) law — General Data Protection
Regulation (GDPR) and the upcoming EU Data
Act — could serve as a law model.
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1. Introduction

Blockchain is a relatively new technology based on decentralization which
could potentially [l disrupt and provide significant improvements to the handling
of health data and rethink the healthcare industry [ with disruptive solutions 1
and new ways to access and own healthcare data 4. Short-term effects could be a
simplification of healthcare back-office services and better supply chain
traceability Bl Blockchain technology is built on transparency and
decentralization. Blockchain technology in healthcare promises to provide
consistency; also, decentralized networks are ownable and append-only [¢l. Users
and participants in a blockchain cannot modify preexisting data which improves
significantly traceability and facilitates audit ”). Blockchain technology allows
healthcare providers to control data and decide on who can access it 8 although
many challenges ! seem insoluble today. Indeed, data breaches, high costs from
both a medical and administrative perspective, malpractice and negligence,
management issues are intrinsic limitations to healthcare systems. Blockchain
technology can offer real value for the healthcare industry by solving some of
these challenges especially fraud, ‘compliance” 1%, ‘interoperability” ['!], and data
protection [, and also enable new models focused on a patient centered-approach
131, However, new regulations have to be adopted at both national and
international level for addressing adequately all concerns raised by the use of
blockchain technology in healthcare.

2. The deployment of blockchain technology in healthcare: limitations due to unsolved challenges

Blockchain’s usefulness can be overstated 4. As noted by Agbo et al. ['3],
‘Healthcare is one industry in which blockchain is expected to have significant impacts.
Research in this area is relatively new but growing rapidly; so, health informatics
researchers and practitioners are always struggling to keep pace with research progress in
this area.” Deployment of blockchain technology in health is still in its infancy ¢l as
many challenges (see Table 1 below) are to be solved. Blockchain is facing issues
relating to big data volume as a blockchain has to be constantly replicated ['7). As
noted by Taloba et al. 8], “managing large amounts of data, including findings and
images of each individual, increases human effort and increases protection risks.” Also,
according to Bansod et al. [, ‘[T]he Blockchain solutions are subject to certain
limitations like scalability, response times, security threats and privacy issues which affect
user identity, confidentiality and transparency on the ledger.” In addition, OECD 20
pointed out that ‘storing personal health data ‘on chain’ and thus, by definition, visible to
other network participants, is a data privacy infringement. Rights under the EU General
Data Protection Regulation, particularly the right to erasure, are incompatible with the
immutability of blocks in a chain.” In its Recommendation 21, the OECD Council on
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Health Data Governance considers that the use of blockchain technology in
healthcare should be done following four fundamental elements: ‘fitness of the
technology for the use to which it will be applied; alignment with laws and regulations;
incremental adoption to allow time for evaluation; and a training and communications
plan’. The scalability [22] and performance of blockchain systems, especially for
large-scale and complex applications is a major concern and challenge to tackle.
Blockchain systems face some trade-offs between security, decentralization, and
efficiency. For example, increasing the number of nodes in the network may
enhance security [23] and resilience, but also increase latency and resource
consumption. Similarly, using more complex encryption or consensus algorithms
may improve security and reliability, but also reduce throughput and speed.
Therefore, organizations using blockchain technology need to carefully evaluate
their requirements and expectations for their applications, as well as to explore
alternative or complementary solutions, such as off-chain processing, sidechains,
sharding [24], or layer 2 protocols.

Table 1. Challenges posed by blockchain technology in healthcare
Main challenges posed by blockchain technology
. Data privacy

. Data collection and storage

. Data quality and accuracy

. Scalability

. Performance/efficiency

. Health equity

. Access to technology in developing countries

N[N |OI | W[

8. Lack of regulations at both national and
international level

9. Ability to control third parties’ access to
personal health data

10. Security

11. Speed/Latency/resource consumption

12. Decentralization

3. Blockchain technology in healthcare: the insoluble dilemma of privacy

There are several laws and regulations around the world that aim to protect
the privacy of health data. One of the most important regulations is the EU GDPR
[25] which has been adopted by European authorities in 2016 with an entry into
force in 2018. Under the GDPR, data privacy is now a fundamental human right;
also, service providers cannot collect and process data without legal basis. The
GDPR enshrines health data as a specific category of information which requires
adequate consideration and protection. This regulation has inspired new laws in
many other countries and US states. In the US, at both federal and state level, new
regulations govern the privacy, security, and exchange of healthcare information.
As an illustration, the Children's Online Privacy Protection Act (COPPA) [26]
governs data collection about minors. Another example is the California
Consumer Privacy Act (CCPA) of 2018 which regulates how service providers can
collect and process consumers’ data. Such laws grant individuals certain rights
over their personal data: the objective is to give more control to users or
consumers with the possibility to request modification, rectification or
suppression of personal data, or to object or withdraw consent for processing their
data. However, these rights may conflict with some of the features of blockchain
technology, such as immutability, transparency, pseudonymity, or cross-border
data transfer. Therefore, organizations using blockchain technology need to
carefully assess the legal implications and risks of their applications, as well as to
adopt appropriate mitigation strategies, such as anonymization, encryption,
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governance frameworks, or technical solutions. Data privacy is certainly the
biggest challenge when implementing blockchain technology in healthcare [27].
One of the most important features of blockchain is related to security and
decentralization. However, this may raise concerns about data protection and
confidentiality for patients. Medical secret necessitates constant protection and
privacy [28]. In the absence of specific laws and regulations, blockchain
technology in healthcare may face insoluble issues as key data protection
regulations are applicable. In the US, both federal and state privacy and security
laws could limit the deployment of blockchain technology to the health care sector
especially the Health Insurance Portability and Accountability Act (HIPAA) 1996
[29], the Health Information Technology for Economic and Clinical Health Act [30]
and their regulations, including the privacy and security rule (HIPAA), as well as
under international privacy and security laws, particularly the GDPR. The HIPAA
1996 aims to protect health data privacy and ensure its security [31]. On the one
hand, the HIPAA Privacy Rule introduced federal standards related to the
protection of PHI; on the other hand, the HIPAA Security Rule created federal
standards applicable to the protection, processing and storing of digital data.
Compliance with the GDPR is an incredible challenge for service providers and
has to be taken into consideration when implementing blockchain technology in
healthcare [32]. Both HIPAA and GDPR aim to protect the privacy of individuals'
health information. Here, a balance is necessary to be observed as service
providers need to process data and allow for adequate treatment and healthcare.
Healthcare professionals have to handle the correct amount of health data when
providing treatment or medication. However, there are differences in their scope,
applicability, and enforcement mechanisms. It is important for organizations
handling health data to be aware of and comply with the relevant regulations in
their jurisdiction.

The World Health Organization (WHO) Regional Office for Europe released a
guidance document for European countries on how they can improve their
respective legal frameworks and arsenals to ensure adequate protection for health
data [33]. In this guidance document, the WHO Regional Office for Europe
stresses out the importance of patients’ data privacy. The guidance document
develops a ‘useful set of principles for data protection and privacy in health
systems which applies to all forms of telemedicine and mobile health (mHealth)” [34]. As
stated, the main issue is to ensure the confidentiality of health data and
compliance with key regulations such as the GDPR.

4. How can we ensure data protection with blockchain technology?

Data privacy is a major concern in the digital age. However, blockchain
technology offers some potential solutions to ensure data privacy (see Table 2
below).

Table 2. Potential solutions to ensure health data privacy

Potential solutions to ensure health data privacy

1. Using encryption and hashing techniques to
protect the data from unauthorized access and
modification

2. Using decentralized and distributed networks to
store and share the data

3. Using smart contracts and decentralized identity
mechanisms to control the data access and usage

4. Educate healthcare personnel

5. Conduct routine risk assessment

6. Restrict access to data

7. Implement role-based access

8. Two-factor authentication
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9. Security awareness training

References

Education and training is an absolute necessity as most data breaches are
attributable to human errors [35]. Risk assessment on a daily basis should also be a
requirement [36] as it will help identify intrinsic limitations. Healthcare providers
need to limit and restrict access to patients’” PHI access to certified personnel [37].
Authentication processes such as two-factor authentication should become the
norm in the field of healthcare. Healthcare providers should implement role-based
access control systems [38]; employees should only have access to a specific
assigned system-level.

The HIPAA [39] regulates health data and ensures its security and
confidentiality. All data collected, processed and shared in the US must be
protected and secured at all times [40]. Data privacy could be achieved through
the adoption of international standards for the use of blockchain technology in
healthcare for instance [41]. Compliance with health data privacy requires built-on
security features, and additional guarantees that the network is safe as well as
third party applications. Transparency [42] is another key aspect as users should
know who can access their data, whether it is a third party or the healthcare
provider itself. The US legal framework applicable to health data and its handling
presents a few legal voids as blockchain technology has still to be regulated.
HIPAA only targets specifically health data and not the technology used to
process data.

EU law can serve as a guidance as it offers a detailed legal framework
applicable to privacy and data protection. Indeed, the GDPR [43] is an essential
regulation which imposes stringent obligations on service providers handling data
in a broad manner [44]. Moreover, the European Union Commission recently
made a proposal [45] for a EU Data Act for adequate regulation of data specifically
processed, stored or shared by service providers, including healthcare providers.
In June 2023, the Council presidency and the European parliament came to a
consensus and adopted the EU Data Act as a provisional agreement [46]. The EU
Data Act will harmonize rules relating to a fair access to data and its use by public
and private actors.

5. Conclusions

As noted by Singh et al. [47], ‘[Tlhe existing privacy-preserving mechanisms are
not sufficient for full proof security of healthcare data.” Blockchain technology has the
potential to improve existing healthcare systems but many challenges need to be
addressed by all stakeholders involved in the process. Researchers and companies
need to develop adequate solutions complying with data protections laws such as
the GDPR. As discussed, EU law could inspire states and international
organizations such as the WHO to adopt new guidelines in the field of blockchain
technology for more legal security and predictability.
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