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Abstract: Efficient energy consumption is essential for the development of a smart grid in the power 
system. As a response, reliable monitoring and management of energy usage is a main priority for 
the smart grid. The existing energy meter system has a host of concerns, one of which is the lack of 
full-duplex transmission. To solve this problem, in this paper we present a novel architecture of 
cloud connected Smart Energy Meter. The proposed meter is capable of real-time measurement of 
the energy network status and data transfer to a cloud architecture. The meter is suitable for single 
and polyphase measurement. Its performances are validated on a test field performed on the island 
of Lipari (Italy). 
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1. Introduction 
Power consumption data at all levels must be acquired, integrated, and evaluated in 

the Smart Grid, and a new type of metering system with intelligence and communication 
capabilities must be associated. The advanced metering infrastructure is a technology that 
may be used to monitor and manage power use in real-time. 

The smart meter is a sophisticated energy meter that collects data from end users’ 
load devices, monitors the customers’ energy usage, and then sends that data to the utility 
company and/or system operator for better monitoring and invoicing. Electrical data such 
as voltage and frequency are monitored, and real-time energy usage data is recorded, us-
ing a smart meter. The meter and the central system may communicate in both directions 
with a smart meter. The data from smart meters consists of a unique meter identity, a data 
timestamp, power consumption numbers, and so on. A smart meter may gather diagnos-
tic information and statistics about the distribution system and household gadgets, as well 
as assess power usage [1]. 

From the view of the customer, smart meters have various potential benefits. For 
example, users can predict bills based on the acquired data and so regulate their energy 
consumptions to minimize their electric costs.  

2. Methods 
A smart metering system instead of the traditional meter give further information to 

the consumers and utilities and better-informed clients will use less energy. It’s expected 
that smart meters will play a vital role to enable the incorporation of renewable powers 
and distributed generation to the grid. Smart meters are strong tools that constitutionally 
change the operation of power grids. 
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2.1. Conventional Meters 
Traditional energy meters show kilowatt-hours by continually detecting instantane-

ous voltage and current to calculate energy used in joules [2]. 
Electronic meters display the power spent, power factor, and reactive power utilized 

digitally on an LCD or LED display, and they are also capable of sending energy con-
sumption information to remote locations via the conventional grid. 

The conventional power grid employs Power Line Communication (PLC), which is 
a one-way communication method. Power is distributed from a few central generators to 
a vast number of load centers. PLC has various drawbacks, including slow transmission 
speed, susceptibility to disturbance, nonlinear distortion, and channel cross-modulation. 
Data transmission is not always guaranteed for the reasons stated above. 

2.2. Proposed SMART Meter 
Our proposed technology is a smart meter. Our system completely abandons the tra-

ditional meter concepts described so far. In fact, our system uses a completely cloud smart 
grid and the main features include: 
 Accurate measurement down to few milliamps current levels for confident and con-

sistent billing. Enabling up to Class 0.2-m accuracy and beyond. 
 Support for several sensors (CT/Shunt/Rogo coil) and flexibility characteristics allow 

the design to be readily extended from single to poly phase meters. 
 Ensures that the smart grid may be easily scaled while retaining optimum efficiency 

and data transmission speed. Possibility of reading data from multiple platforms. 

3. System Architecture of Proposed SMART Meter 
The system architecture of our smart energy meter is shown in the Figure 1. 

 
Figure 1. Block diagram of our three-phase smart meter. 

3.1. Measurement Block 
The evaluation task is entrusted to the STPM3x chips, produced by ST. 
The STPM3x ASSP series is a Class 0.2 single-phase or poly-phase meter developed 

for high accuracy power and energy measurement in power line systems employing 
Rogowski coils, current transformers, or shunt current sensors with 푉 =
140 to 300 푉 , 퐼 = 100 퐴 . 

The STPM3x consists of an analog and a digital section. The analog front end consists 
of up to two programmable gain amplifiers and up to four 2nd order 24-bit sigma-delta 
ADCs, two bandgap voltage references with independent temperature compensation. The 
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digital section consists of a digital filtering stage, a DSP and a serial communication inter-
face (UART or SPI). 

The STPM3x displays instantaneous voltage and current waveforms and calculates 
RMS voltage and current values, as well as active, reactive, and apparent power and energy. 

3.2. Elaboration Block 
The processing part is guaranteed by a microcontroller from ST. Our system could 

be designed with different choices of the microcontroller. 
All possible choices use a 32-bit ARM® Cortex™ micro-controller. Only two of these, 

namely STCOMET and ST8500, integrate a PLC module and are specific for use in the 
smart metering field. 

3.3. Communication Block 
The communication block guarantees the key functions of our system. It makes use 

of multiple-choice hardware to guarantee the connection to the network infrastructure. 
A special mention goes to the choice of the NB-IoT module, which using an ESIM 

allows the installation of the meter and its connection in a completely detached way from 
the home network [3,4]. 

4. Meter Network 
Figure 2 shows the diagram of the network infrastructure on which our smart grid 

model is based. 
As opposed to a traditional grid, our network infrastructure eliminates the interme-

diate passage of data between the smart meter and the manager. 

 
Figure 2. Network diagram. 

The protocol used between the nodes in the network is MQTT. 
Message Queuing Telemetry Transport (MQTT) is a lightweight transport protocol 

that uses network capacity effectively with a fixed header of 2 bytes. MQTT operates on 
TCP and ensures message transmission from node to server. MQTT, being a message-
oriented information sharing protocol, is more suited to IoT applications than any REST-
ful services because MQTT has relatively small memory needs, resulting in reduced trans-
mit power. MQTT is a publish/subscribe protocol that involves both clients and brokers. 
Customers might be either publishers or subscribers. When a publisher publishes data, it 
is received by the broker. The broker is responsible for accepting subscription requests 
from subscribers and delivering published material from publishers to subscribers. 
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A database capable of preserving the whole history of each smart meter was also 
developed on the server-side. 

Finally, a dashboard for visualizing smart grid data was created on the server-side. 

5. Results and Conclusions 
Before starting with the field test presentation, a stress test of the network and, in this 

case, the Virtual Private Server was performed. 
The figure depicts a table of the VPS’s features, a table of the stress test’s features, 

and a table of the test’s results. 
We set those specific numbers for the test characteristic because we intended to mimic 

a workload like the real condition of the smart grid about the city of Lipari as feasible. 

 
Figure 3. On the (top), the characteristic of the VPS and the stress test characteristic. On the (bottom) 
the table of the test’s results. 

A tiny smart grid was established in the city of Lipari to test the concept. 
The installed smart grid is made up of three distinct types of smart meters, as seen in 

the preceding configuration. 

 
Figure 4. Location of installed smart meter in Lipari. 
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Following the installation of the meters, the primary smart grid measurement data 
may be monitored via a Web app. 

 
Figure 5. The dashboard’s default page. On the right menu, we can select to examine the individual 
data for each smart meter, while in the middle, we can see the instantaneous values of the active 
power of the various meters as well as the energy graph. 

In conclusion deployment of IoT technology within the heterogeneous environment 
of the smart grid facilitates real-time controlling and monitoring of the facility system. 
Meanwhile, IoT protocol has an efficient role during this real-time interaction. 

The benefit of using an IoT protocol in a smart grid are: 
 Coverage: Wireless connectivity is a cost-effective solution to modernize the electri-

cal grid turning it into a smart grid system. Deploying a wireless communication 
system is easier for consumers than installing wired communication meters. 

 Scalability: It is a central issue in the development and deployment of a smart grid 
system. 

 Firmware updates: Security in IoT can easily get broken and the connected things 
including smart meters can get hacked, especially if there are lots of them. For that 
reason, it is of utmost importance that these devices must be able to upgrade over the 
air (OTA). 
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