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Theory

Conclusions
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➢ In conclusion, a new asymmetric optical

cryptosystem with multiuser capabilities

is proposed using polar decomposition

in Fresnel domain.

➢ The method has a large set of keys

which include the Fresnel propagation

parameters, two variable PUFs, and

three private keys generated during the

encryption process.

➢ The PUFs used as security keys are

difficult to replicate which improves the

robustness against various attacks.

➢ The sensitivity of all the keys is also

verified.

➢ The work is a subject of our ongoing

research and will be presented in detail

in the near future.
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Objectives

➢ To design a new asymmetric optical

cryptosystem using PUFs

➢ To enable multiuser capability using

polar decomposition method..

➢ To study the key sensitivity and

robustness of the proposed method.
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Fig.1. encryption process

Fig.3. Flowchart explaining the (a) encryption and (b) decryption process.

Results

Fig.3. (c) PUF of OV(m=2) (d) encrypted image (e) decrypted image

with all the correct parameters (f) decrypted image with deviation in

Fresnel distance d1=2 mm (g) deviation in Fresnel distance d2 = 2mm

(h) using wrong PUF of OV(m =3) with corresponding CC values. (i)

CC plot for deviation in fractional order OV- PUF

𝐴 𝑥, 𝑦 = (exp(𝑖𝜋𝑓 𝑥, 𝑦 ) ∗ 𝑃𝑈𝐹1)

𝐴′ 𝑥, 𝑦 = ℑ𝜆
𝑑1[𝐴 𝑥, 𝑦 ]

𝑃𝐷 𝑟𝑒𝑎𝑙 𝐴′ 𝑥, 𝑦 = 𝑅 𝑈 𝑉

𝐵 𝑥′′, 𝑦′′ = ℑ𝜆
𝑑1[𝑅 𝑥′, 𝑦′ ]

𝐸 𝑥", 𝑦" = 𝐵 𝑥′, 𝑦′ ∗ 𝑃𝑈𝐹2

(i)

https://doi.org/10.1016/j.optlaseng.2019.03.024
https://doi.org/10.1007/s00340-022-07901-z

	Slide 1

