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The increasing reliance on Unmanned Aerial Vehicles (UAVs) and AI
in agrotechnical activities, particularly for tasks like forest fire
monitoring and precision agriculture, necessitates robust data
security measures. Traditional encryption methods are vulnerable to
attacks from emerging quantum computing technologies. This study
investigates the feasibility and effectiveness of Quantum Key
Distribution (QKD) to secure data transmission in UAV-based
Geographic Information Systems (GIS). The aim is to establish a
secure communication channel between UAVs and ground stations,
ensuring data integrity and confidentiality for critical agricultural
monitoring applications.

This research employs the BB84 protocol with polarization of weak
coherent pulses for QKD. This protocol allows for the secure
distribution of encryption keys between UAVs and ground stations.
The study involves simulating the QKD process, taking into account
the hardware requirements for both UAVs and ground stations,
including compact lasers, polarization modulators, microlenses,
polarization filters, and single-photon detectors. Furthermore, the
simulation considers the practical constraints of UAV deployment,
such as limited payload capacity, power restrictions, and the
influence of atmospheric conditions on signal transmission.

Simulation results demonstrate that QKD can achieve key
generation speeds sufficient for real-time secure data transmission
in UAV-based GIS, even with the limitations imposed by UAV
platforms. The study analyzes the impact of factors like atmospheric
conditions (e.g., turbulence, scattering), geometric losses, and
receiver characteristics on the communication range and stability of
the QKD system. The findings indicate that the proposed QKD
method significantly enhances the security of data transmission in
agricultural monitoring applications, protecting sensitive
information from potential cyber threats.

This study demonstrates the potential of Quantum Key Distribution
(QKD) to address the critical need for secure data transmission in
UAV-based GIS for agricultural monitoring. By leveraging the
principles of quantum mechanics, QKD offers a robust solution to
protect sensitive data from the threat of quantum computing
attacks. The simulation results confirm the feasibility of achieving
secure and real-time communication between UAVs and ground
stations, even under the constraints of limited UAV resources and
challenging environmental conditions. This research lays the
groundwork for future practical implementations and the integration
of QKD into existing agricultural monitoring systems, paving the way
for enhanced security and efficiency in agrotechnical activities.

Future research will focus on:
• Practical Implementation: Moving from simulation to real-world

testing and deployment of the QKD system on actual UAV
platforms.

• System Optimization: Refining the QKD system design to further
improve its performance and efficiency in UAV-specific scenarios,
considering factors like weight, power consumption, and size
constraints.

• Integration: Integrating QKD with existing communication
systems and data transfer protocols used in agricultural
applications to ensure seamless interoperability and
compatibility.

This research aims to contribute to the development of a robust and
secure support system for agrotechnical activities, enabling the
effective use of advanced technologies like AI and UAVs to improve
the efficiency and security of agricultural production.
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