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The growing interconnectivity of digital systems has led to the

massive collection and centralization of sensitive data, raising

serious concerns about confidentiality and compliance with

privacy regulations. Biometric authentication systems, such as

Offline Signature Verification (OSV), are especially affected

due to the personal nature of the data involved. To mitigate

such concerns, Federated Learning [1] introduces:

 Distributed models training without exposing raw data

 Addresses privacy risks in OSV systems

In addition, Deep Learning models exhibit notable strengths

and inherent limitations [2], such as:

 Strong performance in image-based recognition tasks

 Barriers of Robust training in data scarcity environments

This work investigates privacy-preserving Writer-Dependent

(WD) Offline Signature Verification (OSV) within an FL

framework. To address limited biometric datasets, we explore

complementary techniques [2], [3] such as:

 Data Augmentation

 Transfer Learning

 Knowledge Distillation

 Meta-Learning

Incorporating these approaches into FL pipelines can improve

model generalization. The current implementation integrates

the pre-trained CNN model into FL, leveraging the data

augmentation as shown in Figure 1.

FL offers a viable pathway to secure and effective biometric

authentication by keeping sensitive data local. Incorporating

advanced data efficiency strategies further strengthens the

reliability of offline signature verification systems.

Beyond biometrics, the findings are extendable to healthcare

applications, where privacy and data scarcity pose parallel

challenges [4].

Future research will focus on addressing the challenges of 

data scarcity in WD scenarios through the following directions:

 Advance synthetic data generation methods.

 Exploration of one/few shot learning methods.

 Federated Learning frameworks for improving clients’ 

learning collaboration

Fig. 1 - Federated Clients Image Pre-processing pipeline

Fig. 2 - Federated Learning Diagram
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Preliminary experiments suggest that combining FL with data

scarcity mitigation strategies improves the robustness of

signature verification systems. The data augmentation and

transfer learning reduce overfitting and enhance classification

performance, while knowledge distillation enables lighter yet

accurate models suitable for distributed environments.

The proposed WD-OSV system (Figure 2) was trained and

evaluated on the popular CEDAR signature dataset, on which

an average Area Under Curve (AUC) of 88.93%, along with an

average binary accuracy (ACC) of 80.12% are reported as

preliminary results.
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