
 

 

 

  

Abstract— There are many security systems available in the 

market and in thesis, which are stringent and can make things 

worse in the hour of need as there are many situations which 

demand customized authentication. These systems either require 

the visitors to provide details of authenticity, for instance, ID 

cards, passwords, etc. or require someone to explicitly be near 

the entrance to manually check the details. There are even some 

existing security systems which become cumbersome for the 

owners by seeking permission time and again even when the 

visitor is a frequent one. This paper, therefore is focused on 

providing a smart solution, without compromising security, by 

employing a system which will not only grant access to 

authorized visitors, but will also allow some expected visitors to 

walk through the doors and restrict the rest even when there is 

no one physically present near the entrance or anywhere near the 

concerned area to manually check on the visitors. This system 

will therefore solicit permission from the owner only when the 

visitor is unknown. 

This remote access system therefore uses face recognition, 

which is a biometric artificial intelligence based technology, and 

Internet of Things (IoT) to give access to the known visitors when 

it recognizes them successfully or to give access to the expected 

visitors by sending an e-mail to the owner with a picture of the 

visitor, to let the owner decide whether or not to give access to the 

visitor even when the owner isn’t anywhere near the entrance. 

For face recognition, histogram of oriented gradient has been 

used as it requires lower computational time and lower 

processing power. To allow the owner to remotely send 

controlling commands to the raspberry pi, Flask has been used to 

host a webpage designed solely for the stated purpose, along with 

serveo that allows remote port forwarding. The system also uses 

an IoT API (ThingSpeak) to upload the name of the authorized 

visitors and their time of arrival. 

 
Index Terms—E-mail, Face Recognition, Remote control, 

Internet of things (IoT). 

 

I. INTRODUCTION 

HE world has become a lot busy lately and one barely 

finds time for himself. Everybody is in a race to keep up 

with the world’s pace. It has become difficult for any human 

to separate professional life from personal life.  

But there are some problems which are just unavoidable or 

come at a time when they are least expected. One may 

suddenly have to leave for some work and after some time he 
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gets the news that someone from his family has fallen ill and 

requires immediate medical attention. In that case the obvious 

option for the man would be to forget about the work and 

return home.  

The smart door comes into picture in such situations as it 

would allow the owner to let a caretaker, a neighbor or a 

medical professional to enter into the house and take quick 

measures even when the owner isn’t physically present in the 

house. The system is also useful in industries where the 

employees and workers are the ones who seek access into the 

office premises. Lastly, there are certain points exposed to 

civilians where access is only given to certain qualified 

people. For instance, the switch board panel installed in 

buildings, trains and at many points in industries, are only 

required to be accessed by authorized personnel. Therefore, 

there is a need of a smart technology which covers up for all 

the situations listed above.  

II. EXISTING SYSTEMS 

There are methods proposed in the literature that use different 

wireless communication standards like ZigBee, RFID [4], 

Bluetooth [7] and Wi-Fi [9] to exchange data and signaling 

between components. These systems offer a way to simply 

open the door either remotely or by connecting to the LAN.  

There are some advanced systems worth mentioning. One 

of them is based on Raspberry Pi technology where cameras, 

keypad and pi-lids are being utilized. The authorized 

individuals are allotted user-IDs by the system. Whenever an 

authorized visitor wants to have access to the house, the 

system captures the face of the visitor through the camera and 

compares with the ones stored in the database. The visitor or 

else is asked to input a pass key. If the key is valid or the 

image of the visitor is matching with the image in the 

database, the door is opened. Else, the door is not opened and 

a photo is taken and sent to the owner of the house by e-mail 

and then if the owner of the house wishes to allow him to 

enter, an e-mail is sent by the owner to the database which 

should have entry code followed by “OK”. A key and the 

image of the person is then stored in the database. The person 

is granted permission to enter any time by approving the 

authentication of the password in the database or his/her image 

[3].  

There is another system which makes use of Raspberry Pi 

and Cameras along with speakers. This system allows to 

remotely access the door i.e. the owner can control the devices 

and appliances from anywhere around the globe. The owner 
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can monitor the entrance whenever a visitor arrives. The 

owner can then give access to the visitor if he knows the 

visitor or else can interact with the visitor to know about him 

or to know the purpose of visiting [5]. It is also worth 

mentioning that RING, which is a known company for home 

security systems, uses the same approach in their systems [10].  

III. TECHNOLOGY 

The proposed technology that the system mentioned in this 

paper employs the use of the micro-computer, Raspberry Pi, 

along with a camera, LCD display and a motor driving IC 

L293D for an electronic solenoid door lock. The camera is 

used to acquire face of the visitor which then compares the 

same with the ones in the database. The L293D gets the 

control pins from the raspberry pi. The respective output pins 

are given to the input terminals of the solenoid lock. The 

supply voltage Vs is 12V from an adapter so that the solenoid 

lock receives enough current for its operation. The overall 

connections and circuit diagram is displayed in the Fig 1. 

 The system also has a provision to remotely control the door 

lock via a webpage, which is hosted by the Raspberry pi 

globally, so that the owner can control the door from 

anywhere on Earth, provided the owner has internet access. 

So, if the visitor is an authorized person, the door lock opens 

on its own. Otherwise an e-mail, which contains the image of 

the visitor, is sent to the owner who can then refer to the 

image to check if he personally knows the visitor or not. If the 

owner knows the visitor, the owner can grant him access no 

matter where he is around the globe or can deny access 

otherwise. The time at which any visitor, including the owner, 

arrives, can then be uploaded to an Internet of Things API 

(like ThingSpeak [16]).   

 

 
Fig 1: The Eagle schematic for depicting circuit connections  

IV. METHODOLOGY 

A. Face detection and Recognition 

A camera is interfaced with the Raspberry Pi. For the overall 

process of face recognition, OpenCV library is used. A face 

recognition module is available on github [11] which uses the 

functions of OpenCV for face acquisition and pre-processing 

of the image. This Face recognition module has the accuracy 

of above 99% provided that many sample pictures for each 

authorized person should be available in the database. The 

owner has to create a folder in database for each authorized 

person. The name of these folders must be same as the name 

of the person whose pictures are saved in it. Then an 

appropriate .py script has to be run in order to obtain 128-d 

vectors for each authorized person.   

 When the visitor rings the bell, the camera starts acquiring 

frames of the area it is exposed to and then by using Haar 

cascade the faces in the frames are detected. By using 

Histogram of Oriented Gradients (HOG) algorithm [1], 128-d 

face embeddings are computed. The 128-d vector is then 

compared with the local database which contains 128-d 

vectors for every authorized person to check if the visitor is 

amongst one of them. The working of the face recognition 

module is depicted in the Fig 2 [12].  

 

 
Fig 2: Flowchart of Face Recognition as depicted in the Face Recognition 
module by  

 

If the face of the visitor is recognized, the door will open on 

its own and the name of the visitor is uploaded on 

ThingSpeak. If the visitor is not recognized, the raspberry pi 

captures the image of the visitor through the camera and sends 

an e-mail to the owner through internet over Simple Mail 

Transfer Protocol (SMTP).  

B. Remotely giving Commands to the Raspberry pi 

Once the owner receives an e-mail from the system, he can 

refer to the image attached to it to check if the visitor is a 

known person or not. Then the system should provide a 

facility to the owner to grant or deny access to the visitor.  

This facility is provided by using a webpage which is 

designed using Flask, which is a micro web framework written 

in Python, which has the routes defined to open the door or to 

display a message that access has been denied [14]. This 

webpage is initially hosted locally by the raspberry pi. To host 

the webpage globally, there is a need to forward the port on 

which the webpage is hosted. A free tool is available online, 

known as serveo, which is an SSH server used for remote port 

forwarding [13]. Another advantage of using serveo is that 

there is no additional set ups required. We should just know 

the port on which web server is hosted and then use the 

terminal command.  

Once a webpage is hosted globally with the help of serveo, 

a public URL is displayed that anybody can access. By using 

this URL, the user can login to the webpage hosted by 



 

 

 

raspberry pi, by filling proper login details, to be able to send 

controlling commands to GRANT ACCESS or to DENY 

ACCESS.  

Note that, the port on which the local webpage is hosted 

for Raspberry Pi is 5000. The webpage is hence hosted by 

using the following command on the terminal:  

 

ssh -R 80:localhost:5000 serveo.net 

 

 
Fig 3: Exposing locally hosted webpage on port 5000 to the internet  

 

 

            
                           (a)                                                             (b) 

Fig 4: (a) Accessing the webpage by using the URL provided by Serveo after 

port forwarding, (b) After entering the login credentials, the page to remotely 
access the door is displayed 

 

Once access is granted to the unknown visitor, ‘Unknown’ 

string is uploaded on ThingSpeak.   

C. Uploading the name of the visitor on ThingSpeak 

Whenever a visitor is given access, either by the system when 

visitor is an authorized person or by the owner when owner 

personally knows the visitor, we can upload the details of the 

visit, such as name of the visitor and at what time he arrives. 

ThingSpeak allows us to achieve this easily. It goes well with 

almost every IoT based applications. The only thing required 

to be done on Raspberry Pi to be able to upload names is 

importing a library called urllib2. All the necessary functions 

are available in this library to support name uploading. The 

steps to setup ThingSpeak for our application includes signing 

up, creating a new channel and defining a Field as ‘Name’. 

 

 
Fig 5: Creating a channel on ThingSpeak to upload names of the visitors 

Once a channel is created, API request to update a Channel 

feed can be used to successfully upload names on the desired 

channel under a desired field [16]. 

V. ALGORITHM 

The overall flowchart for the SMART DOOR is displayed in 

the Fig 6. 

  

 
Fig 6: Flowchart of SMART DOOR from ringing the bell to granting/denying 

access to the visitor.  
 

 
Fig 7: Relative positions of the peripherals connected to the raspberry pi, 

outside of the house and near the entrance.   
 

Step 1: The visitor rings the bell. 

Step 2: The LCD displays “Look towards the camera” so that 

the camera can acquire the face of the visitor. The visitor is 



 

 

 

expected to look towards the camera until the system displays 

that the face either has been recognized or was not recognized. 

Step 3: If the face is recognized, the name of the visitor is 

uploaded to the ThingSpeak channel. 

Step 4: If the face was not recognized then an image of the 

visitor, taken by the camera is sent to owner via e-mail. 

Step 5: The owner will have to login to the webpage which 

was globally hosted by the raspberry pi by using valid login 

credentials. 

Step 6: The owner may then either grant access or deny access 

to the visitor. 

Step 7: If the owner grants access to the visitor, a string 

‘Unknown’ is uploaded to the ThingSpeak channel to mark the 

arrival of the visitor. 

Step 8: If the owner does not grant access to the visitor, the 

LCD displays “Access denied”. 

Step 9: If the owner fails to respond to the e-mail on time, the 

LCD displays “Come back later”.  

VI. RESULTS 

A. Actions taken by the system after successfully 

recognizing or failing to recognize the visitor  

After ringing the bell, the system starts recognizing the face of 

the visitor and displays the name of the visitor when 

recognized on the LCD display. 

 

 
Fig 7: LCD displaying name of the recognized visitor. 

 

When the system does not recognize the visitor the LCD 

displays the message “Unknown; Owner deciding” and sends 

an e-mail to the owner which consists the image of the visitor.  

 

 
Fig 8:  Owner receives an e-mail containing the picture of the unrecognized 

visitor  

B. On Granting Access or Denying Access through the 

webpage 

On granting access to the known visitor by the owner via 

webpage, the solenoid lock gets opened and the LCD displays 

“You may enter” (Fig 9 (a)). The visitor can then walk 

through the door. And if the owner does not grant access, the 

LCD displays “Access denied” and does not change the state 

of the lock (Fig 9 (b)).  

 

    
                       (a)                                                          (b) 
Fig 9: Message displayed on LCD when (a) access is granted (b) access is 

denied 

C. Entries made on ThingSpeak  

The names of the visitors which were uploaded when access 

was granted by the system or the uploaded “Unknown” string 

when the owner granted them the permission, can be viewed 

by downloading the CSV file from the tab Data 

Import/Export. The exact time of occurrence of each event is 

also provided. The CSV file can be viewed by using Microsoft 

Excel as shown in Fig 10.  
 



 

 

 

 
Fig 10: CSV file containing the list of visitors and time at which they arrived, 

viewed using Microsoft Excel. 

VII. CONCLUSION 

The main idea of this paper was to provide a better way to deal 

with people seeking access to enter the premises employing 

this system. And we have done so by not just prioritizing 

security but also by providing a solution to deal with 

emergency situations as our linchpin aspect. The system 

proposed in this paper therefore uses the face as the key to 

open the door when the visitor is known to the system, thereby 

eliminating the need of a traditional lock and key, ID cards, 

etc. With extension to this, the system also lets the owner to 

decide whether an unknown visitor should be allowed to enter 

or not, even when the owner is on the other side of the world. 

The overall system hence, helps to tackle some more 

unavoidable situations. The proposed system is also cheap and 

makes use of the resources which the existing systems already 

are employing. The system is easy to setup and is also user-

friendly. 

This presented paper work can further be extended by adding 

a provision to let the system upload the name of the unknown 

visitors on the cloud.  

An additional feature can be included to assist the delivery 

persons from various e-Commerce businesses i.e., if no one is 

home and a delivery executive arrives, a slot can be provided 

to allow him to drop the delivery.  
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