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Abstract

Developmentofbig dataand IoT israpidlyincreasinglyand affecting allthemajor

technologies and the business by increasing the benefits forthe individualand

organisations.TheincreasinggrowthofdataofIoTdeviceshasplayedamajorrolefor

useofBigData.Bigdataiscategorizeintothreeaspects(a)Variety(b)Volume(c)

Velocity[1].ThesecategoriesareintroducedbyGartnertodescribetheelementsofbig

datachallenges.Variousopportunitiesarepresentedbythecapabilitytoanalyzeand

utilizehugeamountsofIoTdata,includingapplicationsinsmartcities,smarttransport

andgridsystems,energysmartmeters,andremotepatienthealthcaremonitoringdevices.

ThemorepopularityofInternetofThingsdaybydayhasmadeabigdataanalytics

challengingbecauseoftheprocessingandcollectionofdatathroughdifferentsensorsin

theIoTnetwork.TheIoTdataaretotallydifferentfrom normalbigdatacollectedthrough

systemsintermsofcharacteristicsbecauseofthevarioussensorsandobjectsinvolved

duringdatacollection,whichincludeheterogeneity,noise,variety,andrapidgrowth.

Introduction

Developmentofbig data and IoT is rapidly increasingly and affecting allthe major

technologiesandthebusinessbyincreasingthebenefitsfortheindividualandorganisations.

TheincreasinggrowthofdataofIoTdeviceshasplayedamajorroleforuseofBigData.Big

dataiscategorizeintothreeaspects(a)Variety(b)Volume(c)Velocity[1].Thesecategories

are introduced by Gartnerto describe the elements ofbig data challenges.Various

opportunitiesarepresentedbythecapabilitytoanalyzeandutilizehugeamountsofIoTdata,

includingapplicationsinsmartcities,smarttransportandgridsystems,energysmartmeters,

andremotepatienthealthcaremonitoringdevices.ThemorepopularityofInternetofThings

daybydayhasmadeabigdataanalyticschallengingbecauseoftheprocessingand
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collectionofdatathroughdifferentsensorsintheIoT network.TheInternationalData

Corporation(IDC)surveysandindicatesthatthebigdatamarketwillreachoverUS$155

billionby2020[3].IoTbigdataanalyticsisdefinedasthevariousstepsexaminedtoreveal

unseenpattern,hiddencorrelationandnew information[4].Companiesandindividualshas

getting benefitfrom analyzing largeamountsofdataand managing hugeamountsof

informationthatcanaffectonbusinesses[5].Theaim ofbigdataanalyticstoachieve

improvedunderstandingofdata,makeefficientandwellinformeddecisionsforthebenefits.

Moreover,bigdataanalyticsaimstoextractknowledgeableinformationusingdatamining

techniques thathelp in making predictions,identifying recenttrends,finding hidden

information,andmakingdecisions[6].TheTechniqueswhichareusedindataminingare

widelydeployedforbothmethodsproblem-specificmethodsandgeneralizeddataanalytics.

IoTdataaretotallydifferentfrom normalbigdatacollectedthroughsystemsintermsof

characteristicsbecauseofthevarioussensorsandobjectsinvolvedduringdatacollection,

whichincludeheterogeneity,noise,variety,andrapidgrowth.DataanalyticsandIoTintobig

datarequireshugeresources,andIoThasthecapabilitytofulfilit.Applicationareas,suchas

smartecologicalenvironments,smarttraffic,smartgrids,intelligentbuildings,andlogistic

intelligentmanagement,canbenefitfrom theaforementionedarrangement.Manystudieson

bigdatahasfocusedonbigdatamanagement;inparticular,bigdataanalyticshasbeen

surveyed[7],[8].

2.TheIoT

InternetofThings(IoT)isanetworkinwhichrealobjectssuchasdevices,buildingsand

vehiclesareembeddedwithasoftware,sensorsandhasnetworkconnectivityinwhich

objectscommunicatewitheachother.IoT(internetofthings)allowsobjectstobecontrolled

remotelyandsensedacrossthenetworkinwhichitispresent.Datacollectedthroughthe

sensorscanimproveourlivesandhelptobuildanintelligentsociety.Italsocreatesan

opportunityfordirectintegrationwiththecomputerbasedsystemswhichhelpsinimproving

theresultaccuracyandalsohelpingoureconomicbenefits.IoT(internetofthings)offersa

platform onwhichsensorsanddevicescansharedatainformationinaconvenientmanner.

IntherecentyearsdifferentwirelesscompaniesplacesIoT(internetofthings)asannext

emergingtechnology.IoT(internetofthings)isrecentlyusedformakingasmartoffice,

smartretail,smartagriculture,smartwater,smarttransportation,smarthealthcare,and

smartenergy.DuringsurveyexpertssaythatIoT(internetofthings)willconsisthaveabout

56billionobjectsby2025.CiscoandQualcomm haveusingtheterm 'InternetofEverything'

(loE).However,Qualcomm'suseoftheterm hasbeenreplacedbythe'InternetofThings'(loT)

byothers.Over50billiondevicese.g.Smartphone’s,laptops,sensors,andgameconsoles

areanticipated to beconnected to theInternetthrough severalheterogeneousaccess

networksenabledbytechnologies,suchasradiofrequencyidentification(RFID)andwireless

sensornetworks.[9]mentionedthatIoTcouldberecognizedinthreeparadigms:Internet-

oriented,sensors,and knowledge [10].The recent adaptation of different wireless

technologiesplacesIoTasthenextrevolutionarytechnologybybenefitingfrom thefull

opportunitiesofferedbyInternettechnology.
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2.1ARCHITECTUREFORIoT(InternetofThings)

3.BIGDATA

Thehugeamountofdatageneratedbytemperaturesensors,sensors,devices,socialmedia,

healthcareapplications,andvariousothersoftwareapplicationsanddigitaldevicesthat

continuouslygeneratelargeamountsofstructured,semi-structuredorunstructured,datais

stronglyincreasingrapidly.Thismassivedatagenerationresultsin`̀bigdata''[11].Previous

traditionaldatabasesystemsarenotsufficientwhenstoring,analyzing,andprocessing

rapidlygrowingamountofdataorbigdata[12].Theterm `̀bigdata''hasbeenusedin

businessandITsectors[19].Anexampleofbigdata-relatedstudiesisthenextfrontierfor

innovation,competition,andproductivity;McKinseyGlobalInstitute[13]definedbigdataas

thesizeofdatasetsthatareabetterdatabasesystem toolthantheusualtoolsforcapturing,

storing,processing,andanalyzingsuchdata[12].̀ T̀heDigitalUniverse''study[15]labelsbig

datatechnologiesasanewgenerationoftechnologiesandarchitecturesthataim totakeout

thevaluefrom amassivevolumeofdatawithvariousformatsbyenablinghigh-velocity

capture,discovery,andanalysis.Thispreviousstudyalsocharacterizesbigdataintothree

aspects:

(a)datasources,(b)dataanalytics,and(c)thepresentationoftheresultsoftheanalytics.

BIanalyticsisusedwhenthesizeofdataismorethanthememorylevel,butinthtcase,data
maybeimportedtotheBIanalysisenvironment[16].BIanalyticiscurrentlysupportsbyTB-
leveldata[17].Moreover,BIcanhelpdiscoverstrategicbusinessopportunitiesfrom the
floodofdata.
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3.1ARCHITECTUREFORBIGDATA

4.FogComputing

ThenumberofdevicesbeingconnectedtotheInternetistremendouslyincreasing.The

devicebeingconnectedtoInternetisonlyduetoadvancementinthefieldofelectronicsand

telecommunicationfield.Thedevicesthatarebeingconnectedarepowerfulinthesensethat

thesedeviceareabletocommunicatewitheachother.Thistypeofcommunicationiscalled

M2M communicationorMachinetoMachinecommunication.Inotherwordsthisparadigm

isknownasInternetofThings.Thedevicesbeingreferredtoas―Things includesensors,

physicaldevicesforperformingvarioustasks.WecandefineIoTasnetworkofphysical

objectsembedded with software,electronics,sensorsto achievevalueand serviceby

exchangingdatawithoperators,connecteddevicesthroughvariousprotocolswithoutany

humaninteractionandinvolvement.Withtheincreasednumberofdevicesbeingconnected

toeachotherthedataproducedbythedevicesisalsohugewhichistransferredthroughthe

networktotheInternet.InIoTcloudplaysanimportantrole.ThewordCloudComputinghas

beeninthemarketforsomanyyearsnowandvariousresearchesandadvancementshave

beendoneinthefieldofcloudcomputing.InIoToneofthebenefitswegetfrom thecloudis

theflexibilitytheusergetsinaccessingtheservicesofferedbythecloudprovidersthrough

userinterfaces.Thecloudcanposeaproblem forlatencysensitiveapplicationsasIoT

requires mobilitysupportand geo distribution in addition to low latencyand location

awareness.Soanew platform isneededcalledFog.Fogextendscloudtotheedgeofthe

network.Theterm fogcomputingwasintroducedbyCiscoin2014.Itwasintroducedsothat

itaddressesapplicationswhichdonotfittheparadigm ofthecloud.

Theseappsare:
 Appsrequiringlowandpredictablelatency
 Geodistributedapps
 Fastmobileapps
 Largescaledistributedcontrolsystem

Themainadvantageoffogisthatitwillprovidebenefitsincomputation,entertainmentand
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otherapps.ItwillimproveQoS,reducelatencyandtheinfowillbeplacedneartotheuser.The

advantageanduseofFogwillnottotallyneglectcloudasawhole,rathertherewillbean

interplaybetween cloud and fog.Thedeviceswhich aregeographicallydistributed will

generatedataandtransfertothefogdeviceswhichwillcomputeaspertheresource

availablewhetherthefogdevicewillbeabletocomputedataandprovideservicesornotor

whetherthe data need to be sentto the cloud devices forfurthercomputation.The

hierarchicalorganization ofthe network,computation and storage resources willbe

preserved.

4.1ARCHITECTUREFORFOGComputing

5.DataMining

HereweconsiderarelationshipbetweenbigdataanddataminingforIoTwillbediscussedin
thissection.AlsoadetailedanalysisandsummarizationofminingtechnologiesfortheIoT
willbegiven.
Thedataismucheasiertocreatedatathantoanalyzedata.Untilnow,anumerousstudies

[18],[19]haveattemptedtosolvetheproblem ofinquiringbigdataonIoT.Withouteffective

andefficientanalysistools,we,andallthesystems,willdefinitelybesubmergedbythis

unprecedentedamountofdata.Fordevelopingahigh-performancedataminingmodulefor

IoT,thethreekeyconsiderationsinchoosingtheapplicableminingtechnologiesforthe

problem tobesolved—theobjective,characteristicsofdata,andminingalgorithm—areas

givenbelow.

•Objective(O):Theassumptions,limitations,andmeasurementsoftheproblem needtobe
specifiedfirstsoastopreciselydefinetheproblem tobesolved.Withthisinformation,the
objectiveoftheproblem canbemadecrystalclear.

•Data(D):Anotherimportantconcernofdataminingisthecharacteristicsofdata,suchas
size,distribution,andrepresentation.Differentdatausuallyneedtobeprocesseddifferently.
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•Miningalgorithm (A):Withneeds(objective)anddataclearlyspecifiedabove,datamining
algorithm canbeeasilydetermined.

5.1ARCHITECTUREFORDataMining

.

6.Conclusion

Thegrowthrateofdataproductionhasincreaseddrasticallyoversomelastfewyearswith

theproliferationofsmartandsensordevices.Nowaday,theinteractionbetweenIoTandbig

dataisatastagewhereprocessing,transforming,andanalyzinglargeamountsofdataata

highfrequencyarenecessarywithefficientresults.Iconductedthissurveyinthecontextof

bigIoTdataanalytics,FogComputingandDatamining.Therelationshipbetweenbigdata

analyticsandIoTwasalsodiscussedinthispaperalsohavediscussedaboutfogcomputing

anddatamining.Moreover,IproposedanarchitectureforbigIoT.Furthermore,bigdata

analyticstypes,methods,andtechnologiesforbigdataminingwerepresented.Inaddition,

weexploredthedomainbydiscussingvariousopportunitiesbroughtaboutbydataanalytics

intheIoTparadigm.Finally,weconcludedthatexistingbigIoTdataanalyticssolutions

remainedintheirearlystagesofdevelopment.Inthefuture,real-timeanalyticssolutionthat

canprovidequickinsightswillberequired.
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