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Abstract:Atechnologyenhancesaman’slifeineveryaspectwhetheritishealthcare,
transport,communication,educationetc.DuringthisCovid–19pandemic,thegrowthsof
technologyusagehaveincreasedenormously.Therearevariousissuesandchallenges
whichwefaceduringtheuseofanytechnology.Securityisthemostimportantaspect,
whenweareusinginanydigitalplatform duringCovid–19.WhenwethinkaboutCyber
Security,thefirstthingthatcomestoourmindis“CyberCrime”whichisincreasing
immenselydaybyday.CyberSecurityreferstothepracticeofensuringtheintegrity,
confidentialityandavailability(ICA)ofinformation.BasicallyCybersecurityisthestateor
processofprotectingandrecoveringnetworks,devicesandprogramsfrom anytypeof
CyberAttack.Itiscomprisedofanevolvingsetoftools,riskmanagementapproaches,
technologies,training,andbestpracticesdesignedtoprotectnetworks,devices,programs,
anddatafrom attacksorunauthorizedaccess.Cyber-attacksinIndiahaverisenuptosuch
anextentthatourcountryranksfourthoutofthetenthtargetedcountriesintheworld.In
thisCovid–19pandemicCyber-attacksareanevolvingdangertomanyorganizations,
employeesandconsumersindifferentsectors.Theymaybedesignedto accessor
destroysensitivedata,changeanykindofdataorextortmoney.AccordingtoaResearch,
morethan50% ofonlinersarevictim ofsomeofcybercrimeeveryyear,whichincludes
computerviruses,malware,creditcardfraud,onlinescams,phishing,andidentitytheftand
soon.Thesecrimeswillleadthecountrytolosemillionsofrupeesordollars,alsotime
andexpensestoputbackthethingsinrightdirections.Thispapermainlyfocusesonthe
differentaspectsofcybersecurityandthechallengesfacedintheimplementationandby
usinglatesttechnologiesduringCovid-19.ThepaperalsofocusesontheIndia’slegal
frameworkforCyberSecurity.
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Introduction

Inthistechnologicalera,digitaltransmissionofdataisverycommon.Thisdatacanbe

ofanyform audio,video,e-mail,textetc.Butwhenwetransmitanydata,thefirstthing

comesintoourmindis,How secureourdatais?In2009,comparedtophysicaltheft

fraudulentmoneytransfershasexceededinbankbranchesofUnitedStates.Crimes

havegoneupby60%everyyear,in2012,3500casesand2070in2011reportedinIndia.

AsComparedtoothertypesofcrimes,cybercrimeisverycommonnowadays.It

doesn’trequiremuchinvestmentandcanbedoneinvariouslocationssimultaneously.

Todaymorethan60percentoftotalcommercialtransactionsaredoneonline,sothis

fieldrequiredahighqualityofsecurity.

Hencecybersecurityhasbecomealatestissueaswellasachallengeforallofus.The

scopeofcybersecurityisnotjustlimitedtosecuringtheinformationinITindustrybut

alsotovariousotherfieldslikecyberspaceetc.

Eventhelatesttechnologieslikecloudcomputing,mobilecomputing,E-commerce,net

bankingetcalsoneedshighlevelofsecurity.Sincethesetechnologiesholdsome

importantinformationregardingapersontheirsecurityhasbecomeamustthing.We

mustenhancecybersecurityandprotectourcriticalinformationinfrastructureswhich

areessentialtoeachnation'ssecurityandeconomicwellbeing.

Tofightagainstcybercrimeweneedacomprehensiveandasaferapproach.Thereare

manytechnicalmeasuresalonewhichcannotpreventanycrime,itiscriticalthatlaw

enforcementagenciesareallowedtoinvestigateandprosecutecybercrimeeffectively.

Todaymanynationsandgovernmentsareimposingstrictlawsoncybersecuritiesin

ordertopreventthelossofcriticalinformation.Everyindividualmustalsobetrainedon

thiscybersecurityandsavethemselvesfrom theseincreasingcybercrimes.

2.CyberSecurityandCyberCrime

ThedictionarymeaningsaysthatCyberSecurityisstateofbeingprotectedagainstthe

criminalorunauthorizeduseofelectronicdata,orthemeasurestakentoachievethis.

Cybersecurityplaysanimportantroleintheongoingdevelopmentofinformation

technology,aswellasInternetservices.Deterringcybercrimeisanintegralcomponent

ofanationalcybersecurityandcriticalinformationinfrastructureprotectionstrategy
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Cybersecurity is the practice ofdefending computers,servers,mobile devices,

electronicsystems,networks,anddatafrom maliciousattacks.It'salsoknownas

informationtechnologysecurityorelectronicinformationsecurity.Therearevarious

typesofCyberSecurity:

.

1.Networksecurityisthepracticeofsecuringacomputernetworkfrom intruders,

whethertargetedattackersoropportunisticmalware.Theypreventandmonitor

unauthorizedaccess,misuse,modification,ordenialofacomputernetworkand

network-accessibleresources.

2.Applicationsecurityfocusesonkeepingsoftwareanddevicesfreeofthreats.A

compromised application could provideaccessto thedata itsdesigned to

protect.Successfulsecuritybeginsinthedesignstage,wellbeforeaprogram or

deviceisdeployed.

3.Informationsecurityprotectstheintegrityandprivacyofdata,bothinstorage

andintransit.Itavoidsinformationfrom unauthorizedaccess,use,disclosure,

disruption,modification,perusal,inspection,recordingordestruction

4.Operationalsecurityincludestheprocessesanddecisionsforhandlingand

protectingdataassets.Thepermissionsusershavewhenaccessinganetwork

andtheproceduresthatdeterminehowandwheredatamaybestoredorshared

allfallunderthisumbrella.

5.End-usereducation involves educating end users with various information

attacksandhowtoavoidthem.Forexample,whileregisteringpassword,tellend

userwhatshouldbethelengthandcharacteristicsofcomplexpassword.

·

2.1TypesofCyberThreats

Thethreatscounteredbycyber-securityarethree-fold:

1.Cyber-crimeincludessingleactorsorgroupstargetingsystemsforfinancial

gainortocausedisruption.

2. Cyber-attackofteninvolvespoliticallymotivatedinformationgathering.
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3. Cyber-terrorism isintendedtoundermineelectronicsystemstocausepanicor
fear.
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2.2CyberCrimeinCovid–19Pandemicperiod

Thereare5commontrendswhichgivechancestocybercrime:

1.More online transactions and digitaldata.Transaction and customer

information,resultsofproductlaunches,andothermarketinformationare

easilyavailable.Creatingvaluableintellectualpropertyonlineisanattractive

target.

2.ComparativelyCorporationsandcompaniesarerunningtheirofficesfrom

homeitself;thereforeitisexpectedtobemoretransparentthanbefore.

Majorityofpeoplewanttoaccesstocorporatenetworksthroughtheirmobile

devices forday to day activities.Though smartertechnology devices

increases connectivity and butpresentlatesttypes ofsecurity threats.

Hackerscancrackthesesecuritiesandgetaneasyentryintocorporate

networks.

3.MaliciousSoftwarelikevirusesandspywarearestrongenoughtotakethe

partialcontrolofmainapplications.

4.Inbusiness,customerandvendorsarejoinedtothenetworkstoincrease

theirbusinessprofits.

5.There is more technology advanced hackers,professionalcybercrime

organization.Forexample,hackerreceivespaymenttoinfectenduserdevice

withmalware.Today’sMalwaresaredifficulttotraceandtheystealdatafor

financialgain.Somepeoplethinkthattheygetmoremoneyiftheybecome

hackerscomparedtosecurers.

3.MethodsofAttacksandavoidance

Themostpopularweaponincyberattacksistheuseofcomputervirusesand

worms.Thatiswhyinsomecasesofcyberterrorism isalsocalled'computer

terrorism'[1].Theattacksormethodsonthecomputerinfrastructurecanbe

classifiedintothreedifferentcategories.

(a)PhysicalAttack.The computer infrastructure is damaged by using

conventionalmethodslikebombs,fireetc.
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(b)SyntacticAttack.Thecomputerinfrastructureisdamagedbymodifyingthe

logic of the system in orderto introduce delay or make the system

unpredictable.ComputervirusesandTrojansareusedinthistypeofattack.
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(c)SemanticAttack.Thisismoretreacherousasitexploitstheconfidenceof

theuserinthesystem.Duringtheattacktheinformationkeyedinthesystem

during entering and exiting the system is modified withoutthe user’s

knowledgeinordertoinduceerrors.

3.1SecurityAttackisanattempttogainunauthorizedaccesstoinformationresource

orservices,ortocauseharm ordamagetoinformationsystemsisknown

assecurityattacks.

Followingarethetypesofsecurityattacks:

(a)Activeattack.Whenanattackertriestobreakinanapplicationdirectlyitis knownas

active attack. There are a varietyofways this could be done,from using a false

identity to access sensitive data (masquerade attack) tofloodingyourserverwith

massiveamountsoftraffictomakeyourapplicationunresponsive(denialofserviceattack).

(b)Passive attack.When an attackertries to learn orgetinformation from an

applicationwithoutcausinganydamagetoit,itisknownaspassiveattack.

3.2TypesofRisks

Thefirststepinprotectingyourself is to recognize the risks and become

familiarwithsomeoftheterminologyassociatedwiththem.

 Viruses-Thistypeofmaliciouscoderequiresyoutoactuallydosomething

before itinfects yourcomputer.This action could be opening an email

attachmentorgoingtoaparticularwebpage.

 Worms-Wormspropagatewithoutuserintervention.Theytypicallystartby

exploitingasoftwarevulnerability(aflaw thatallowsthesoftware'sintended

securitypolicytobeviolated),thenoncethevictim computerhasbeeninfected

theworm willattempttofindandinfectothercomputers.Similartoviruses,

wormscanpropagateviaemail,websites,ornetwork-basedsoftware.The

automatedself-propagationofwormsdistinguishesthem from viruses.

Trojanhorses-ATrojanhorseprogram issoftwarethatclaimstobeonething

whileinfactdoing something differentbehind thescenes.Forexample,a

program thatclaimsit
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willspeedupyourcomputermayactuallybesendingconfidentialinformationto

aremoteintruder.

Hacker,attacker,orintruder-peoplewhoexploitweaknessesinsoftwareand

computersystemsfortheirowngain.Thoughtheydoitforcuriosity,theiractions

aretypicallyinviolationoftheintendeduseofthesystems.Theresultscanrange

from creatingaviruswithnointentionallynegativeimpacttostealingoraltering

information.

Maliciouscode-Thiscategoryincludescodesuchasviruses,worms,and

Trojanhorses.Althoughsomepeopleusethesetermsinterchangeably,they

haveuniquecharacteristics.

E-MailRelatedCrime-Certainemailsareusedashostbyvirusesandworms.E-

mailsarealsousedforspreadingdisinformation,threatsanddefamatorystuff.

DenialofService-Theseattacksareaimedatdenyingauthorizedpersonsaccess

toacomputerorcomputernetwork.

Cryptology-Terroristshavestartedusingencryption,highfrequencyencrypted

voice/datalinksetc.ItwouldbeaHerculeantasktodecrypttheinformation

terroristissendingbyusinga512bitsymmetricencryption.

4.NeedforCyberSecurityinIndia

9.4% housesinIndiahavecomputer(anyofLaptoporDesktop).Chandigarh

(U/T),GoaandNCTofDelhiaretopthreestats/unionterritorieswithhighest

computerusage.Accordingto2011Census,Only3.1percentoftotalhouses

haveInternetaccessinIndia.Thecensuscovered24,66,92,667(246.7million)

housesinIndiaandfoundonly76,47,473(3.1%)ofthishousesuseInternet.The

Internetincludes both broadband and low-speed connections.According to

InternetWorldStatsonJune30 2012,therewere2.4billioninternetusers

(2,405,510,175)worldwide.Chinawasthelargestcountriesintermsofinternet

userswithover538millionusers[10].Thefollowinggraph(figure1)showstop20

internetcountriesworldwideatmid-year2012:
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Figure1:Internetusageintopcountriesworld-wideatyear2012.

Followinggraph(figure2)showsthegrowthofE-commerceinIndia;in2011ithas
reached10000millionUSD.

Figure2:IncreasingusageofE-commerceinIndia
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paymenttypeintheyear2012accordingtowhichisonlinetransactionsismore[8].
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Figure3:PercentageofusageofdifferentonlinepaymentmethodsinIndia

WithallthesestatisticsensuresthatIndiaasafastgrowingcountryespeciallyinthe

fieldofinformationtechnologiesandE-commercehasahighalertforSecurityforits

onlinechannelstomonitoroverfraudsandfinanciallosses.[9]

5.CybersecurityinitiativesinIndia

ISO27001(ISO27001)istheinternationalCybersecurityStandardthatprovidesa

model for establishing, implementing, operating, monitoring, reviewing,

maintaining,andimprovinganInformationSecurityManagementSystem.

CyberLaw also called IT Law is the law regarding Information-technology

includingcomputersandinternet.Itisrelatedtolegalinformaticsandsupervises

the digitalcirculation ofinformation,software,information security and e-

commerce.

ITlaw doesnotconsistofaseparateareaoflaw ratheritenclosesaspectsof

contract,intellectualproperty,privacyand data protection laws.Intellectual

propertyisakeyelementofITlaw.Theareaofsoftwarelicenseiscontroversial

andstillevolvinginEuropeandelsewhere.

AccordingtoMinistryofElectronicandInformationTechnology,Governmentof

India :CyberLaws yields legalrecognition to electronic documents and a

structuretosupporte-filingande-commercetransactionsandalsoprovides a
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legalstructuretoreduce,checkcybercrimes.
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5.1ImportanceofCyberLaw:

 Itcoversalltransactionoverinternet.

 Itkeepseyesonallactivitiesoverinternet.

 Ittoucheseveryactionandeveryreactionincyberspace.

5.2AreaofCyberLaw:

Cyberlawscontain differenttypesofpurposes.Some lawscreaterulesforhow

individualsand companiesmayusecomputersand theinternetwhilesomelaws

protectpeoplefrom becomingthevictimsofcrimethroughunscrupulousactivitieson

theinternet.Themajorareasofcyberlawinclude:

1.Fraud

Consumersdependoncyberlawstoprotectthem from onlinefraud.Lawsare

madetopreventidentitytheft,creditcardtheftandotherfinancialcrimesthat

happenonline.Apersonwhocommitsidentitytheftmayfaceconfederateor

statecriminalcharges.Theymightalsoencounteracivilactionbroughtbya

victim.Cyberlawyersworktobothdefendandprosecuteagainstallegationsof

fraudusingtheinternet.

2. Copyright

The internethas made copyrightviolations easier.In earlydays ofonline

communication,a copyrightviolation was too easy.Both companies and

individuals need lawyers to bring actions to impose copyrightprotections.

Copyrightviolationisanareaofcyberlawthatprotectstherightsofindividuals

andcompaniestoprofitfrom theirowncreativeworks.

3.Defamation:

Severalpersonnelusetheinternettospeaktheirmind.Whenpeopleusethe

internettosaythingsthatarenottrue,itcancrossthelineintodefamation.

Defamationlawsarecivillawsthatsaveindividualsfrom fakepublicstatements
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thatcanharm abusinessorsomeone’spersonalreputation.Whenpeopleuse

theinternettomakestatementsthatviolatecivillaws,thatiscalledDefamation

law.



MOL2NET,2021,7, ISSN:2624-5078
17
http://sciforum.net/conference/mol2net-07

4.HarassmentandStalking

Sometimesonlinestatementscanviolatecriminallawsthatforbidharassment

andstalking.Whenapersonmakesthreateningstatementsagainandagain

aboutsomeoneelseonline,thereisviolationofbothcivilandcriminallaws.

Cyberlawyersbothprosecuteanddefendpeoplewhenstalkingoccursusingthe

internetandotherformsofelectroniccommunication.

5.Freedom ofSpeech

Freedom ofspeechisanimportantareaofcyberlaw.Eventhoughcyberlaws

forbidcertainbehaviorsonline,freedom ofspeechlawsalsoallow peopleto

speaktheirminds.Cyberlawyersmustadvisetheirclientsonthelimitsoffree

speechincludinglawsthatprohibitobscenity.Cyberlawyersmayalsodefend

theirclientswhenthereisadebateaboutwhethertheiractionsconsistof

permissiblefreespeech.

6.TradeSecrets

Companiesdoingbusinessesonlineoftendependoncyberlawstoprotecttheir

tradesecrets.Forexample,Googleandotheronlinesearchenginesspendlotsof

timedevelopingthealgorithmsthatproducesearchresults.Theyalsospenda

greatdealoftimedevelopingotherfeatureslikemaps,intelligentassistanceand

flightsearchservicestonameafew.Cyberlawshelpthesecompaniestotake

legalactionasnecessaryinordertoprotecttheirtradesecrets.

7.ContractsandEmploymentLaw

Everytimeyouclickabuttonthatsaysyouagreetothetermsandconditionsof

usingawebsite,youhaveusedcyberlaw.Therearetermsandconditionsfor

everywebsitethataresomehowrelatedtoprivacyconcerns.
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5.3India’slegalframeworkforCyberSecurity.

1.IndianITAct,2000

Section65-Tamperingwithcomputersourcecode,Section66-Hacking&computer

offences,Section43–Tamperingofelectronicrecords

2.IndianCopyrightAct

Statesanypersonwhoknowinglymakesuseofanillegalcopyofcomputerprogram

shallbepunishable.Computerprogramshavecopyrightprotection,butnopatent

protection.

3.IndianPenalCode

Section406-PunishmentforcriminalbreachoftrustandSection420-Cheatingand

dishonestlyinducingdeliveryofproperty[4].

4.IndianContractAct,1872

Offersfollowingremediesincaseofbreachofcontract,DamagesandSpecific

performanceofthecontract

5.4OtherIndianGovernmentInitiatives

IndiangovernmentreleasedNationalCyberSecurityPolicyonJuly2,2013.Thispolicy

addressingthegrowthofinformationtechnology,increasingnumberofcybercrimes,

plansforsocialtransformation[4].Ithas14objectiveswhichincludesenhancingthe

protectionofIndia’sCriticalinfrastructuretoinvestigationandprosecutionofcyber

crime,developing50,000skilledcybersecurityprofessionalsinnextfiveyears.

CyberSecurity Research And DevelopmentCentre OfIndia (CSRDCI)-This

concentratesonTechnoLegalCyberSecurityIssuesofIndiaandWorldWide[3].This

Platform andWebsiteismanagedbyPerry4Law,Perry4Law TechnoLegalBase

(PTLB)and Perry4Law Techno LegalICT TrainingCentre(PTLITC)[8].theCyber

SecurityInitiativesandProjectsofPTLBatasingleplace.

CyberCrimesInvestigationCentreOfIndia-TheCyberCrimeInvestigationCentre

of India (CCICI) is the exclusive Techno LegalCyber and Hi-Tech Crimes

InvestigationandTrainingCentre(CHCIT)ofIndia[5].TheobjectiveofCCICIisto
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spreadCyberLaw

AwarenessandCyberSecurityAwarenessinIndiaandabroad.Further,CCICIalso

intendstodevelopCyberCrimesInvestigationCapabilitiesandExpertiseinIndiaand

abroad.

NationalIntelligenceGrid(NATGRID)-ThisProjectofIndiaisoneofthemost

ambitiousIntelligenceGatheringProjectofIndia.Ithasbeenlaunchedatatime

whentheIntelligenceInfrastructureofIndiaisinabadshape[7].Itisanessential

requirementforrobustandeffectiveIntelligenceAgenciesandLaw Enforcement

functionsinIndia.

NationalCriticalInformationInfrastructureProtectionCentre(NCIPC)OfIndia-

intendstoensurecriticalinfrastructureprotectionandcriticalICT infrastructure

protectioninIndia.

NationalCyberSecurityDatabaseofIndia(NCSDI)-ThisDatabasewouldworkin

thedirectionoffightingagainstCyberThreatsandCyberAttacksincludingCyber

Terrorism AgainstIndia,CyberWarfareAgainstIndia,CyberEspionageAgainstIndia,

CriticalInfrastructureProtectioninIndia,ManagingIndia’sCyberSecurityProblems,

IssuesandChallenges,etc.

6.ChallengesinCyberSecurity

Cybersecurityhasbeenconsideredasoneofthemosturgentnationalsecurity

problems.Areportsays,inaspeechduringhispresidentialcampaign,President

Obamapromisedto“makecybersecuritythetopprioritythatitshouldbeinthe

21stcentury...andappointaNationalCyberAdvisorwhowillreportdirectly”to

thePresident.

Cybersecuritymustaddressnotonlydeliberateattacks,suchasfrom disgruntled

employees,industrialespionage,andterrorists,butinadvertentcompromisesof

theinformationinfrastructureduetousererrors,equipmentfailures,andnatural

disasters.Vulnerabilitiesmightallow anattackertopenetrateanetwork,gain

accesstocontrolsoftware,andalterloadconditionstodestabilizeanetworkin
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unpredictableways.

The defense of cyberspace necessarily involves the forging of effective

partnershipsbetweenthepublicorganizationschargedwithensuringthesecurity

ofcyberspaceandthosewhomanagetheuseofthisspacebymyriaduserslike

government departments,banks,infrastructure,manufacturing and service

enterprisesand individualcitizens.Thedefenseofcyberspacehasaspecial

feature.Thenationalterritoryorspacethatisbeingdefendedbythe

land,seaandairforcesiswelldefined.Outerspaceandcyberspacearedifferent.

Theyareinherentlyinternationalevenfrom theperspectiveofnationalinterest.

7.Cybersafetytips-protectyourselfagainstcyber-attacks

Howcanbusinessesandindividualsguardagainstcyberthreats?Hereareour

topcybersafetytips:

1.Updateyoursoftwareandoperatingsystem:Thismeansyoubenefitfrom the

latestsecuritypatches.

2.Useanti-virussoftware:SecuritysolutionslikeKasperskyTotalSecurity,Norton,

QuickHealwilldetectandremovesthreats.Keepyoursoftwareupdatedforthe

bestlevelofprotection.

3.Usestrongpasswords:Ensureyourpasswordsarenoteasilyguessable.

4.Donotopenemailattachmentsfrom unknownsenders:Thesecouldbeinfected

withmalware.

5.Donotclickonlinksinemailsfrom unknownsendersorunfamiliarwebsites:

Thisisacommonwaythatmalwareisspread.

6.AvoidusingunsecureWiFinetworksinpublicplaces:Unsecurenetworksleave

youvulnerabletoman-in-the-middleattacks.[11]

Conclusions
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Asthereisadrasticgrowthinthedigitaltransmissionofdatainthispandemicperiod,

especiallyine-commerce,internetorcybersecurityisamajorissueinthegrowing

countrieslikeIndia.Accordingtorecentsurvey,whichannouncedinTOIthatIndiawill

requiretwentylakhcybersecurityprofessionalsby2025tosupportitsfastgrowing

interneteconomyasperanestimatebytheUnionministryofinformationtechnology.

Thefinancialsectoraloneisexpectedtohireover2lakhpeoplewhiletelecoms,utility

sectors,power,oil&gas,airlines,government(law&orderande-governance)willhire

therest.Employmentnewssays-Basedonacademicbackgroundandworkexperience,

ethicalhackerscandontherolesofnetworksecurityadministrators,networkdefense

analysts,websecurityadministrators,applicationsecuritytesters,securityanalysts,
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forensicanalysts,penetrationtestersandsecurityauditors.thejobrolewouldbeto

developandtestITproductsandservicesoforganizationsandensurethattheyareas

secure as possible.Secure programming,authorized hacking and network security

surveillancearespecializationsinthisdomain.
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