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Modern cities often have smart parking. Wireless Sensor Networks
(WSNs), which are used to identify, track and gather information about
the accessibility position of every position space in a specific region are
the main equipment used in these smart parking lots.WSN is made up of
sensors that can collect, process, and send data to the sink. Nonetheless,
the quality and performance of the WSNs are impacted by the sensor’s
power and communication constraints. The lifespan of the nodes and the
WSN as a whole both decline as a result of the node’s declining batteries
and energy. In order for the base station to obtain information from all
WSN networks, we offer a routing protocol in this paper that executions
an effective and reliable procedure that permits the establishment of
clusters.

This protocol uses an effective and dependable method that reduces
sensor energy dissipation and lengthens the WSN's lifespan. The
simulation results of the suggested protocol show that it is efficient and
reliable in terms of power usage, the dependability of data transfer, and
the lifespan of WSN networks when compared to other parking lot
management protocols that are currently in use.

The Internet of Things (IoT) is widely used in various sectors like economic control,
sustainable sensing, naval operations, and locating management. Wireless sensor networks
(WSNs) address traffic congestion by identifying open parking spots and transmitting data to
a central unit. However, low battery conditions challenge WSN performance. Clustering
extends WSN lifespan and reduces energy consumption by rotating the cluster head. Recent
algorithms promote a gather architecture, like the Energy-Efficient-Low Energy Adaptive
Clustering Hierarchy (EE - LEACH) and the Panel protocol by Schaffer and Buttyán.
Centralized Genetic Clustering Protocol (CGC) and Hybrid routing approaches further
reduce energy usage. The Energy-Efficient Compressive Detection (EECSR) method and
Exterior Gateway Routing Protocol (EGRP) optimize data gathering. Two-level cluster-based
routing and Star network topology enhance efficiency. Mode-Switched Routing (MSGR)
conserves energy by dividing the detecting region into virtual grids.

Models for Energy Usages: Two-ray ground transfer and free-space transmission are
common in WSNs. Free-space transmission occurs when sender and recipient nodes have a
direct line of sight, while the two-ray ground transmission model is used when the
electromagnetic wave needs to pass through multiple paths to reach the receiver. Our
proposed technique, an updated version of existing methods, allows data reception from the
base station by every network node while considering varying energy usage as per the
recommended model, including energy for data transmission and reception by sensors.

𝐶𝑜𝑛𝑐𝑖= __________________ (6)
Where,
t= the number of neighbours.
(x, y) = node coordinates
(𝑥𝑖, 𝑦𝑖)= the coordinates of neighbouring nodes,

•Experiment Design: The study introduces an innovative Proxy Re-
Encryption (PRE) scheme optimized for Wireless Sensor Networks
(WSNs). It integrates lightweight symmetric and asymmetric cryptographic
techniques to minimize computational costs and conserve energy.

Key Management: Sophisticated key management and digital certificates
are incorporated to ensure secure key generation and distribution,
facilitating seamless authentication and scalable data sharing among entities
inWSNs.

Performance Evaluation: Comprehensive evaluations of security,
performance, and energy consumption validated the robustness of the
scheme34. The results confirm significant enhancements in security,
efficiency, and network lifetime ofWSNs5.
Security Analysis: The proposed PRE scheme is analyzed for its resilience
against common attacks targeting WSNs, ensuring data security,
confidentiality, and integrity while maintaining energy efficiency6.

This paper introduces an innovative PRE scheme tailored to address unique challenges in
WSNs. It enables secure intra- and inter-cluster communication, data sharing, and
authentication among nodes. The design optimizes efficiency and conserves resources by
balancing lightweight symmetric and asymmetric encryption techniques. Speck symmetric
encryption secures SN data, while ECC handles encryption key re-encryption. Efficient key
management ensures secure key generation, distribution, and freshness in dynamic WSN
environments.

Evaluation results robustly validate the scheme's efficacy, demonstrating enhanced
encryption, re-encryption, and decryption performance while minimizing strain on SN
resources. The scheme exhibits remarkable scalability, addressing challenges of centralized
PRE approaches and mitigating single points of failure. It achieves a notable 40% reduction in
SN power consumption and a 32% decrease in overall network power consumption
compared to existing solutions. Lightweight and proxy re-encryption methods amplify CH
efficiency while maintaining robust security measures.

The scheme is proficient in meeting essential security requirements, including confidentiality,
authentication, integrity, and resilience against common WSN threats. Future research will
focus on enhancing the scheme's applicability to resource-constrained WSNs, exploring real-
world deployment scenarios, scalability, and performance in specific environments.
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