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Abstract: Portable and wearable sensor systems implemented in the paradigm of Internet of Things
(IoT) are part of our daily activities and commercial as well as industrial products. The connection
of measurement devices has led to a sharp increase in information sharing, but also to the frequency
of cyber-attacks, in which system vulnerabilities are exploited to steal confidential information, to
corrupt data, or even to make the system unavailable. Physical unclonable function (PUF) based
devices exploit the inherent randomness introduced during device manufacturing to create a unique
fingerprint. They are widely used to generate passwords and cryptographic keys to mitigate secu-
rity issues in IoT applications. Among existing, different PUF structures, ring oscillator (RO) based
PUFs are very popular, due to their simple structure and their possibly being easily integrated on
chip. In this paper, the possibility to increase the number of challenge-response pairs (CRPs) of RO
based PUFs by measuring two different parameters (the oscillation frequency and the duty-cycle) is
investigated. The results achieved by the performed circuit level simulations and experimental
measurements have shown that these two parameters feature a weak correlation. The proposed PUF
can be used to increase the number of CRPs to improve the device security, while achieving a high
uniqueness value (49.77%).

Keywords: physical unclonable function; ring oscillator; frequency; duty-cycle; cybersecurity;
internet of things

1. Introduction

Portable sensor systems are part of our daily activities and commercial as well as
industrial products, mainly due to the possibility to perform measurements in-the-field,
by non trained personnel. These sensor systems are adopted in different application fields,
such as environmental monitoring [1,2], food quality analysis [3-5], smart home automa-
tion [6,7], microbiological measurements [8,9], and quality control in Industry 4.0 [10,11].
Many sensor systems are designed considering the paradigm of the Internet of Things
(IoT), in which measured data are exchanged with remote servers by wireless communi-
cation. The connection of sensor nodes, however, imply significant security risks, since
un-authorized entities may exploit system vulnerabilities to steal confidential infor-
mation, corrupt data, or even to make the system unavailable [12].

Different countermeasures have been proposed to mitigate the risks related to cyber-
attacks and to increase system security [13-15]. For example, authentication procedures
can be used to prevent unauthorized access to the system [16], while cryptography can be
adopted to obfuscate confidential data, to make information useless for any malicious
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user listening to the communication [17]. Even if these techniques are very effective in
mitigating cyber-attacks, passwords for authentication procedures and keys for crypto-
graphic algorithms are usually stored in a non-volatile memory. Therefore, hacking such
a non-volatile memory results in the disclosure of confidential information, producing a
security breach.

An alternative solution to the storage of authentication passwords and cryptographic
keys on a non-volatile memory is represented by Physical Unclonable Function (PUF) de-
vices, that exploit the inherent randomness introduced during manufacturing to produce
a unique device response to a given input [18]. Different architectures for PUF devices
have been proposed, such as Arbiter PUFs [19], Ring Oscillator (RO) PUFs [20], and static
RAM based PUFs [21]. RO PUFs are, in particular, very popular since the RO is a simple
circuit and does not require high symmetry, thus being very attractive for on-chip inte-
gration. However, RO PUFs consume more resources than other PUF architectures, while
they generate a limited number of challenge-response pairs (CRPs) [22].

While standard RO based PUFs generate the response by comparing the oscillation
frequency of RO circuits, alternative solutions have been proposed in literature. For ex-
ample, in 2018 Azhar et al. presented a duty-cycle based RO PUF [23]. The authors have
shown that, in a RO circuit, the standard deviation of the duty-cycle distribution decreases
less than the standard deviation of the oscillation frequency distribution as the number of
RO inverting stages increases, thus producing a more secure PUF device. However, the
number of CRPs achieved using the proposed approach remains the same as that of the
standard RO PUF.

In this paper, an alternative RO PUF approach is proposed, that features an increased
number of CRPs. The proposed approach is based on the measurement of two different
parameters for each RO circuit, namely the oscillation frequency and the duty cycle. The
results of circuit level simulations and experimental measurements have shown that these
two parameters feature a low correlation, so that they can be used to increase the PUF
response size for a fixed number of RO circuits, while achieving a high value of unique-
ness (49.77%). In Section 2, the working principle of the proposed RO PUF approach to
increase the number of CRPs is presented. In Section 3, the correlation between the oscil-
lation frequency and the duty-cycle of the output signal of a RO circuit is investigated by
means of Monte Carlo simulations. In Section 4, the correlation between the oscillation
frequency and the duty-cycle of the output signal of a RO circuit is analyzed by means of
experimental measurements of RO circuits implemented by discrete components on a
breadboard. Finally, conclusive remarks are presented in Section 5.

2. Proposed PUF Implementation

The structure of a RO circuit implemented by CMOS technology is shown in Figure
1. It consists of a NAND gate with its output driving a chain of an even number of NOT
gates (NOT1, NOTy, ...... , NOThn). The output Xn of the last NOT gate in the chain is feed-
backed into one input of the NAND gate, while the other input of the NAND gate is the
signal EN, used to enable/disable the RO circuit. The last NOT gate of the circuit (NOTbuster)
is an output buffer used to drive the next stage circuit.
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Figure 1. Structure of a ring oscillator circuit in CMOS technology.
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Figure 2. Implementation of the proposed ring oscillator PUF approach.

The implementation of the proposed RO PUF is schematically represented in Figure
2. It consists of N different copies of the RO circuit (RO, RO, ...... , ROn), whose outputs
are connected to the inputs of two multiplexers (MUX: and MUX:z). When two different
RO circuits (for example ROi and ROj) are selected by means of the input challenge, the
outputs of RO:i and ROj are provided at the output of the two multiplexers (OUT: and
OUTx, respectively) and are used to generate the 2-bit PUF response (RBtosc, RBoc).

The response bit RBosc is generated as follows:

1. Signals OUT: and OUT: are used as clocks for the two counters Counter 1 and Coun-
ter 2

2. The two counters are initially reset and then enabled for a fixed period of time.

3. After the counting time period expires, the outputs of the two counters are propor-
tional to the oscillation frequencies of the two selected ROs, that is Dataci is propor-
tional to foscroi and Datacz is proportional to foscro. Thus, RBrosc equals 1, if Datact >
Datacz, and 0 otherwise.

The response bit RBoc is generated as follows:

1. Signals OUT1 and OUT: are provided as inputs to the two circuits 'PWM to analog 1’
and 'PWM to analog 2’

2. The circuit ‘PWM to analog 1’ generates an analog voltage Van1 that is proportional
to the duty-cycle of the square-wave signal OUT:. Similarly, Van2 is proportional to
the duty-cycle of the square-wave signal OUT>.

3. An analog comparator generates RBoc equal tol, if Van1 > Vanz, and 0 otherwise.

In the case of N RO circuits, the number of possible comparisons among couples of

RO circuitsis Cy, = N(A;_ D) Since a single RO circuit out of N can be addressed by [log,N]

bits, the couple of ROs can be selected by 2 - [log,N] bits, while the challenge to k differ-
ent couples of RO circuits is a word of 2 - [log,N] - k bits.

The standard RO PUF generates a single response bit for each couple of selected ROs.
Thus, the selection of k different couples of ROs generates a k-bit PUF response.

In the proposed RO PUF approach, instead, by measuring both the oscillation fre-
quency and the duty-cycle, we enable the generation of a 2-bit response for each couple
of RO circuits. Thus, by selecting k different couples of RO, we generate a 2k-bit PUF re-
sponse. This results in an increase in the number of CRPs for the same number of ROs or,
alternatively, in the generation of the same number of CRPs using a lower number of ROs,
with advantages in terms of area overhead. However, to guarantee high levels of security,
the two measured parameters (oscillation frequency and duty-cycle) must be uncorre-
lated. Otherwise, a strong correlation between such two parameters would result in a de-
creased uniqueness of the generated response, with a negative impact on PUF security.
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3. Results Achieved by Circuit Level Simulations

The RO circuit presented in Figure 1 has been simulated using LTSpice (Analog de-
vices, Norwood, MA, USA), considering its implementation by a standard 180 nm CMOS
technology [24]. The RO circuit has been designed considering n = 4 NOT gates in the
inverters chain, and a power supply of Vob = 3.3V. The device sizes are L = W = 180 nm,
for the NMOS transistors, and L = 180 nm and W = 360 nm, for the PMOS transistors. A
capacitance of 100 pF has been connected between the output of each logic gate (NAND
and NOT) and ground. A Monte Carlo analysis has been performed, considering a Gauss-
ian distribution for the transistors” oxide thickness (Tox), channel mobility (Uo), and thresh-
old voltage (Vw), with a 10% tolerance. . The obtained average value i, and standard de-
viation o of such parameters are presented in Table 1. The Monte Carlo analysis consisted
of 256 steps to simulate a PUF device featuring 256 ROs of the type presented in Figure 1.
For each RO (RO;, i = 0...255) the oscillation frequency fosci and the duty-cycle DCi were
calculated.

Table 1. Average value (i) and standard deviation (o) for the distribution of oxide thickness (Tox),
channel mobility (Uo) and transistor threshold voltage (Vi) generated with the performed Monte
Carlo simulations.

Tox (nm) Uo (cm?/(V+s)) Vi (mV)
vl o vl o u o
NMOS 4.11 0.13 273.25 9.35 366.98 10.91
PMOS 4.10 0.13 115.29 3.58 -390.17 13.64

The set of 256 values of oscillation frequency follows a Gaussian distribution with a
fosomin = 137.94 kHz, a fosemax = 151.33 kHz, an average value of 143.65 kHz, and a standard
deviation of 2.19 kHz. The set of 256 values of duty-cycle, instead, follows a Gaussian
distribution with DCnmin=41.49%, DCmax =43.56%, an average value of 42.58%, and a stand-
ard deviation of 0.31%. Figure 3 presents the scatter plot showing the duty-cycle variation
with respect to the oscillation frequency of each RO. As can be seen, the two variables
feature a weak correlation, with a coefficient of determination R2 = 0.098.
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Figure 3. Scatter plot of the duty-cycle vs the oscillation frequency for each RO obtained by Monte
Carlo simulations.

For each one of the Czs62 = 32640 possible comparisons between a couple of ROs, the
PUF response bit was calculated for the oscillation frequency (RBfosc) and the duty-cycle
(RBoc), as presented in Section 2. A contingency table, that displays the number of occur-
rences as a function of RBtsc and RBoc, was calculated and a chi-squared test was carried
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out to evaluate the correlation between the PUF RBfosc and RBoc. Figure 4 shows a 3D view
of the contingency table, in which the number of outcomes (out of all the possible 32640
ones) are plotted with respect to the PUF response bit for the oscillation frequency and
duty-cycle. The correlation between RBtosc and RBoc was evaluated with the Pearson Phi
coefficient (¢) [25]. The values of ¢ are in the range -1 to +1, where values of +1 indicate a
strong correlation between the variables, while a value of 0 indicates the absence of corre-
lation. The obtained value of ¢ was 0.184, thus indicating a weak correlation between
RBtosc and RBoc.
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Figure 4. 3D view of the contingency table of the PUF responses RBfosc and RBoc obtained with
Monte Carlo simulations.

As known, the uniqueness figure of metric, as defined in [26], is normally used to
evaluate how different is the response of two different PUF devices to the same challenge.
Its optimum value is 50%. The uniqueness has been calculated for both the standard RO
PUF and the proposed RO PUF, in the case of five different PUF devices with a 128-bit
response and 10000 different CRPs. The achieved results have shown that the uniqueness
of the proposed RO PUF approach is of the 49.77 %. Therefore, it is very close to the opti-
mum value, and closer than that of a standard RO PUF (which is equal to 51.01%).

4. Results Achieved by Experimental Measurements

We performed also experimental measurements of the RO circuit presented in Figure
1. We used the SN74HCOON (Texas Instruments, Dallas, TX, USA) commercial integrated
circuit. It is implemented by a 180nm CMOS technology, and features four 2-input NAND
logic gates [27]. The RO circuit was created on a breadboard with fly wires using two
SN74HCOON chips. Different replicas of the RO circuit (45) were implemented, using the
combination of ten different SN74HCOON chips. For each RO circuit, we measured the
oscillation frequency fosc and the duty-cycle by using the built-in measurement tool of a
TDS 2012B digital oscilloscope (Tektronix, Beaverton, OR, USA) [28]. The measurement
setup is presented in Figure 5.

The set of 45 values of oscillation frequency follows a Gaussian distribution with
foscmin = 81.55 kHz, fosemax = 88.78 kHz, an average value of 84.42 kHz and a standard devi-
ation of 1.87 kHz. The set of 45 values of duty-cycle, instead, follows a Gaussian distribu-
tion with DCmin = 50.79%, DCmax = 51.5%, an average value of 51.08% and a standard devi-
ation of 0.2%. Figure 6 shows, for each RO, the scatter plot of duty-cycle variations with
respect to the oscillation frequency. As can be seen, the considered two variables present
a weak correlation, with a coefficient of determination R2=0.1123.
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Figure 5. Experimental setup for the measurements on the RO based PUF implemented using the
SN74HCOON integrated circuit.
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Figure 6. Scatter plot of the duty-cycle vs the oscillation frequency for each RO obtained by experi-
mental measurements.

For each one of the C52 =990 possible comparisons between a couple of ROs, the PUF
response bit was calculated for the oscillation frequency (RBfosc) and the duty-cycle (RBoc).
A contingency table was calculated and a chi-squared test was performed to evaluate the
correlation between the PUF RBrosc and RBoc. Figure 7 reports a 3D view of the contingency
table, in which the number of outcomes (out of all possible 990 ones) are plotted with
respect to the PUF response bit for the oscillation frequency and duty-cycle. The ob-
tained value of the Pearson Phi coefficient ¢ is 0.225, thus showing a weak correlation
between RBsosc and RBoc.

Overall, the experimental measurements confirmed the results achieved by the per-
formed circuit level simulations. The weak correlation between the oscillation frequency
and the duty-cycle of a RO circuit allows us to implement RO based PUF devices with the
response based on both oscillation frequency and duty-cycle. This allows us to obtain a 2-
bit response for each couple of ROs, thus increasing the number of PUF CRPs and there-
fore the device security.
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Figure 7. 3D view of the contingency table of the PUF responses RBrosc and RBoc obtained by exper-
imental measurements.

5. Conclusions

In this paper, a novel RO based PUF approach was proposed, that generates the re-
sponse by the measurement of both the oscillation frequency and the duty-cycle of the RO
circuits. The results of the performed circuit level simulations and experimental measure-
ments have shown that the two parameters (oscillation frequency and duty-cycle) feature
a weak correlation and, therefore, can be used to generate the PUF response without de-
creasing device uniqueness. The proposed implementation allows us to double the num-
ber of response bit for a fixed number of ROs, while achieving a high value for uniqueness
(49.77%). Thus, the number of PUF CRPs can be increased, with benefits in terms of higher
device security.
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