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Abstract: Pattern recognition algorithms have been used to make it possible for computer vision to
self-train and comprehend visual input. Advanced measurements have been required every time
for the early detection of armed threats because of decreasing accidents and terrorist attacks.
Weapon detection systems have mostly been used in public spaces such as stadiums, airports, key
squares, and battlefields, whether they are in urban or rural settings for better security objectives.
Based on cloud architecture, DL, and ML algorithms have been used by contemporary closed-circuit
television surveillance and control systems to detect weapons. Using the Raspberry Pi as an edge
device and an Efficient model to construct a weapons detection system, edge computing is used to
address these problems. The text report includes the image processing results. Soldiers can outfit
themselves with the recommended edge node and headphones, and visual data output to receive
alerts about armed threats. Furthermore, we can improve our method’s performance by adding
more training data and changing the network architecture. The primary object of this paper is to
build a model for detecting weapons such as pistols and rifles. This research detects weapons such
as pistols and rifles with an average time of 1.30 s.

Keywords: gun recognition; military systems control; raspberry Pi; computer vision; edge computing
and IoT

1. Introduction

Weapon detection systems use various parts and devices, from cameras and sensors
to analytics software, to identify threats. An overview of these advanced security
measures that protect us provided here. Armed individuals capture territory and upend
stability in a state or region are typically involved in these violent crimes. Terrorist and
adversary strikes frequently take place in public spaces and at strategic locations. The
early detection of weapons is one of those strategies. A human operator needed for the
traditional closed-circuit television (CCTV) monitoring and control system, which neces-
sitates the manual operation of numerous cameras [1,2]. A notably large staff needed to
watch cameras over wide areas, Artificial intelligence (Al) is the primary technology used
by modern weapons detection systems. The original artificial intelligence (AI) detection
and identification systems’ primary duty was to identify a person by their face. Given that
face recognition is one of the most significant tasks in the field of computer vision, it has
a wide range of potential applications, ranging from intelligence services to scholarly
studies. Furthermore, a person’s posture can reveal information about the likelihood that
will brandish a weapon [3,4]. Figure 1. Overview of the human vision system.
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Figure 2. Overview of the human vision system adapted from v7labs.com.

[5,6] The Raspberry Pi will be able to finish the EfficientDet model-based weapon
detection work and lower the cost of the technical solution.

Research Contribution

e  This research detects weapons such as pistols and rifles with an average time of 1.30
s.

e  This research decreases the amount of transmitted data and less network bandwidth.

e  Thisresearch takes an average time for the execution of algorithm 1.30 and compared
to 1.76 s for the InceptionNetV2 model.

e  This research compares transmission video streams of 1.8 megabytes per second.

2. Literature Review

In one study, a model for the tilling technique trained to detect tiny weapons using
the Armed CCTV Footage dataset and the Single Shot Detector MobileNet V2. Related
studies on weapon detection include the work by [9], which evaluated the sliding window
approach using Faster-RCNN and VGG-16 on various datasets and videos from YouTube
[10]. Affected the rate of weapon detection, specifically for cold-steal knives and blades.
While this proved successful for indoor applications, the accuracy reduced for outdoor
use due to various lighting conditions and reflections. To train the model to stop mistaking
similarly shaped objects for weapons, [11,12]. This method involved training multiple
CNN models to identify distinct components of the weapon, like the trigger or the muzzle,
and then averaging the models to predict the presence of pistols in the images. [13] This
approach produced higher detection rates, but also longer detection times. To identify
concealed weapons, the research conducted by [14,15] relied on specialized images cap-
tured by passive millimetre wave cameras and employed a CNN model to identify simi-
lar-shaped grey items as firearms. Figure 2 presents the taxonomy of the literature review.
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Figure 2. presents the taxonomy of the literature review.

Although these systems yield good outcomes, households cannot afford the high cost
of this technology. To detect firearms, the research by [16] uses an ensemble of semantic
neural networks. Multiple neural networks are given distinct tasks, and the average of the
outputs indicates whether a handgun was present. [17] has conducted additional research
on the Faster-RCNN model for item and pedestrian detection. [19] employed support vec-
tor machines (SVM) for real-time apparel recognition from security footage. A survey ti-
tled Advances in Deep Learning using X-ray Security Imaging, [18] analysed the perfor-
mance of various CNN versions and other algorithms around security and the identifica-
tion of potentially dangerous objects in luggage at airports. Although this model func-
tioned effectively, regular settings, households without sufficient money, and regions
with exceptionally high or low temperatures cannot use the system due to the requirement
of passive millimetre-wave pictures. Using the previously mentioned literature review,
the optimal model attempted to identify to maximize the outcomes through pre-pro-
cessing approaches and detect objects quickly and accurately in real-time. As mentioned
before, there are relevant publications that explain how deep machine-learning techniques
now applied to weapon detection. Convolutional neural networks are one of the most
used traditional real-time weapons detection techniques [19]. While CNN did do remark-
ably well in image classification, it suffered from overfitting in the absence of large da-
tasets and Multiview cameras. This allows the CNN architecture to turn into Faster Region
CNN. There are several uses for IoT technology, including protecting people’s safety in
smart cities, smart homes, businesses, and transit [20]. Studies indicate that the usage of
the cloud paradigm on the Internet of Things has resulted in inadequate network capacity,
massively generated data, excessive power consumption, weak network security, and
data privacy issues [21,22]. For military objectives, those Internet of Things application
concerns are quite important. Since the effects of turning off the network are immeasura-
ble, the current research concentrated on IoT security.

3. Overview Weapon Detection System

TensorFlow already provides state-of-the-art object identification models, which is
crucial because the goal of this study is to deploy a weapon detection system on Android
rather than design the model. TensorFlow, an open-source machine learning platform
with a large, flexible ecosystem of tools and libraries, enables the utilization of state-of-
the-art resources for machine learning and for creating and testing deep learning architec-
tures [23]. The TensorFlow Object Detection API is an additional open-source software
library built on top of TensorFlow that facilitates the creation, training, and implementa-
tion of detection models. TensorFlow’s pre-trained models saved architectures that have
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previously undergone intensive training on a large dataset, usually consisting of image
classification tasks. This allows the model to extract useful features, which is an important
first step in learning new jobs. The discovery of irregular, unexpected, unpredictable, or
unusual events or items that are present in a dataset and, as a result, diverge from preex-
isting patterns —that as regularly recurring events or regular items in a pattern—is known
as weapon or anomaly detection [24]. Accurate gun detection and categorization are the
main goals of the proposed implementation. Systems for detecting weapons are a crucial
component of both private and public security infrastructure. These solutions safeguard
digital assets, stop terrorist attacks, and much more. In the modern world, these methods
are necessary to guarantee safety without compromising an individual’s civil liberties.
Therefore, it is crucial to comprehend the necessity of weapon detection systems before
delving into the technology they use.

4. Security Weapon Detector Types

This is critical to discuss the kinds of firearm detection systems in use today. For in-
stance, airport security uses handheld metal detectors. Furthermore, contemporary tech-
nology is being used more and more for comparable functions, like thermal imaging cam-
eras and security X-ray equipment (Al-Dulaimy et al., 2020). When analyzing potentially
harmful products, this allows security officers to examine them with greater accuracy and
precision. Sophisticated analysis and signal processing algorithms are the foundation of
advanced weapon detection systems’ ability to precisely recognize and identify possible
threats. For this reason, for the system to accurately assess whether an object is a real
weapon, it needs a data-rich model of an object, like a gun. Tests are conducted on the
object’s physical attributes to develop this model. Radar-based systems are another kind
of weapon-detecting system employed in security today. These systems use electromag-
netic waves to identify the location, velocity, and existence of objects. These systems have
several drawbacks despite their propensity for great accuracy. Digital network technology
is another option for weapon detection in addition to radar-based systems. Digital net-
works usually utilize detectors and cameras to identify weapons nearby. Real-time data
from a variety of sources, including security cameras, sensors, and motion detectors, can
collect over these networks (Sharma and Mullana, 2020). As a result, the system can in-
stantly identify dangers and notify the proper authorities of any questionable conduct.
Furthermore, sophisticated algorithms are frequently incorporated into the construction
of digital networks, enabling them to recognize objects of any size or shape and assisting
in the reduction of false alarms brought on by outside noise.

5. Overview Computer Vision

These devices function by detecting metal objects, such as knives or guns. Further-
more, modern technology is increasingly utilized for similar purposes, such as security X-
ray equipment and thermal imaging cameras. [25]. This enables security agents to evalu-
ate potentially dangerous products more precisely and accurately. The ability of advanced
weapon detection systems to accurately identify and detect threats is based on sophisti-
cated analysis and signal processing algorithms. Because of this, the system requires a
data-rich model of an object, such as a gun, in order to determine whether it is a real
weapon. Tests conducted on the object’s physical attributes to develop this model. Radar-
based systems are another kind of weapon-detecting system employed in security today.
These systems use electromagnetic waves to identify the location, velocity, and existence
of objects. These systems have drawbacks despite their propensity for great accuracy. Dig-
ital network technology is another option for weapon detection in addition to radar-based
systems. Digital networks usually utilize detectors and cameras to identify weapons
nearby. Real-time data from a variety of sources, including security cameras, sensors, and
motion detectors, can collected over these networks [26]. As a result, the system can in-
stantly identify dangers and notify the proper authorities of any questionable conduct.
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Furthermore, sophisticated algorithms are frequently incorporated into the construction
of digital networks, enabling them to recognize objects of any size or shape and assisting
in the reduction of false alarms brought on by outside noise.

6. Overview Edge Computing

In edge computing, data from clients processed at the network’s edge, which is near
the data’s original generation point. This is a distributed information technology architec-
ture. One of the most significant resources for contemporary firms is data, which not only
offers insightful information but also plays a crucial role in decision-making for efficient
corporate operations. With the right system in place to safeguard data from unwanted
access and enable real-time operations from many locations and connected devices, the
deluge of data may handle and regulated [30,31]. It is difficult to manage the data flow
when integrating a standard cloud computing network. Edge computing is therefore nec-
essary in cloud networks to guarantee optimal information flow.

7. Materials and Methods

Raspberry Pi 4 Model B (4 GB) with a camera used to receive auditory notifications
regarding armed threats and to charge the Raspberry Pi, headphones and a battery bank
utilized. Raspberry Pi OS picked as the operating system. There are IoT cloud platforms
used to collect analytics formation because of visual infographic expertise.

7.1. Edge Node

The Python Language has been chosen for computer vision libraries and frameworks,
Numpy, TensorFlow, Python Imaging Library, and Pi camera, as 2230 images from the
GitHub dataset, show types of weapons. Weapons few samples have picked for model
training. Figure 3 Overview of model training using TensorFlow and Google Colab.

Load a frained model on
MicroSD Card of RPi

Load dataset

Samples dataset

TensorFlow Google cloab and b‘: ws

TensorFlow for Mode! traing \

Rashberry Pi4 Model B (RPi)and MicroSD Card

Figure 3. Overview of model training using TensorFlow and Google Colab.

7.2. Dataset

We collected the dataset from GitHub https://github.com/ari-dasci. Given the rising
turmoil, we should equip security cameras with innovative technology. Thus, implement-
ing Al in security cameras to recognize weapons automatically and notify owners will
way implement Al in security. The weapon detection annotation in the Pascal VOC format
is present in this dataset. We have chosen the EfficientDet model for weapons identifica-
tion because it produces a smaller output model file, uses less computational power, and
executes algorithms more quickly. Overview EfficientDet architecture is in Figure 4.
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Figure 4. Overview EfficientDet architecture.

With EfficientNet serving as the backbone network, EfficientDet can be thought of as
a one-stage detector paradigm. The feature network, known as the bi-directional feature
pyramid network (BiFPN), makes use of the level 3-7 features up from the backbone net-
work. It continuously performs top-down and bottom-up bidirectional feature fusion,
producing fused features. Presents the results and checkpoints are shown in Table I.

Table 1. presents the Efficientdet-Lite Results and Checkpoints.

Model Mean Quaflt,iZEd Mean Average Parameters Millions M?b_ﬂe Latency,
Precision Milliseconds
EfficienDt-Lite0 26.40 26.9 3.2 35
EfficienDt-Lite0 31.51 31.11 4.2 48
EfficienDt-Lite0 35.05 34.68 5.3 68

EfficientDet-Lite0 has been selected because it is imperative to emphasize safety
while offering the fastest item detection speed possible. The following would be the gen-
eral equation for the EfficientDet model’s compound scaling;:

f=a+B+ryoe €]

where f is a network scaling factor, ¢ is a number of network variations, (3 is a width
scaling factor, v is a resolution scaling factor, and a is a depth scaling factor. Scaling equi-
ties would be used for the BiFPN network depth and width:

W 64 (1.35 = x bifpn ¢) @)

D=+bifpn3 ¢ (3)
The following equation would be used to scale the box/class prediction network:
DD==+ | class 3|.¢/3 | (4)
The following scaling equation is used to input the image resolution:
R=+x512 ¢ 128 )

Therefore, compared to the majority of previously examined detectors, EfficientDet
enables us to reduce the size of the model file by 4x-9x and require 13x—42x less floating-
point operations per second (FLOPs). Figure 5 Overview of the flowchart of the weapons
detection process.
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Figure 5. Overview of the flowchart of the weapons detection process.

Firstly, the resolution of the Pi’s camera was set to 300x300 after it had been initial-
ized. After that, an algorithm began using TensorFlow Lite and Google Colab to load a
trained model and capture an image. Using that model and the EfficientDet architecture
made it possible to identify items in the photographed data. A model was used to count
and categorize the sorted items into four categories: human, rifle, pistol (handgun), and
knife. Eventually, an HTTP request was used to transfer the outcomes to the IoT cloud
platform “Thingspeak”. Subsequently, a subscriber can retrieve results by sending an
HTTP GET request. The technology would notify the user audibly through headphones if
an armed threat identified.

8. Conclusions

In this paper, we used computer vision and edge computing, based on the Raspberry
Pi, to build a model for detecting weapons such as pistols and rifles system have devel-
oped. The data has taken from the Kaggle dataset. The proposed approach successfully
overcomes. The web application’s data presentation enables the operator to generate a
report. Moreover, one suggestion is to develop an autonomous weapon recognition sys-
tem that can identify weapons in 1.30 s and operate without an Internet connection. It
proposed to extend our research in the future to include the detection of unmanned aerial
vehicles, large tanks, and explosive devices. However, there might be problems with de-
tecting quickly moving objects, bad illumination, and image quality, all of which can re-
solved with an FPGA and a high-megapixel infrared camera.
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