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Rapid growth in Al, cloud computing, and loT has expanded global digital ecosystems (Terpylo, 2024).
Increased connectivity has led to a parallel surge in cyber threats, especially phishing attacks aimed at
stealing sensitive information (Snehi & Bhandari, 2021).
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Figure 1: Phishing Activity Trends Report from Figure Zé(lgﬂzgst;;@%ecizgzegtors In 1st
2nd Quarter 2024 to 1st Quarter 2025 (APWG, Quarter ( ’ )
2025)

Existing detection systems that rely on manual feature design and rigid rules have become increasingly
ineffective (Gupta et al., 2021; Do et al., 2021).
The study is structured around three primary objectives:

INTRODUCTION & AIM RESULTS & DISCUSSION

Feature selection with CNN (spatial) and BIGRU (temporal)
« CNN (Spatial Features)
« PCA shows clear separation between legitimate and phishing sites, indicating
strong spatial feature extraction
 BIGRU (Temporal)
« PCAalso reveals distinct class clusters, showing effective temporal feature
learning.
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Figure 5: CNN Spatial features Figure 6: BIGRU Temporal Features
Train-Test Split
» The performance of the proposed algorithms was evaluated using the train-test split
technique.
» The dataset was divided into 80% for training and 20% for testing

i.  To design a dual-pathway feature extraction mechanism combining CNN and BiGRU for analyzing Table7: Performance Result of Hybridized CNN-BIGRU Algorithm

ph iIshi ng website data. Accuracy (%) Precision (%) Recall (%) F1-score (%) Specificity
ii. Todevelop a hybrid algorithm that encapsulates two algorithms for phishing website classification T gl o8 PO 0
lll. To evaluate the algorithm’s performance using standard metrics, including accuracy, precision, recall, Confusion Matrix

specificity, and F1 score.

METHOD

This study proposed a hybridized deep learning model using a Convolutional Neural Network
(CNN) and Bidirectional Gated Recurrent Unit (BiIGRU) for the detection of phishing websites.
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Figure 3: Architecture of the proposed model

Feature Engineering and Feature Extraction

« Inthis phase, feature engineering was performed using two deep learning algorithms.
» CNN for spatial and BiGRU for temporal feature extraction, which is presented in

« Tables 2 and 3 as follows:

Table 5: Hybridized CNN-BiGRU Algorithm

Hybridized CNN-BiGRU Algorithm

Input: Input: Website {x1. 30, x3. ..., 3}, L = length of website

Output: Phishing or Non-Phishing (Y), where Y = 0 for Non-Phishing and ¥ = 1 for Phishing

Steps

1 ’ Begin

2 Input Preparation:
Convert the website data X into numerical representations for spatial features X,
and temporal features X,

3 CNN Component:

Input Preparation

31 For each Convolutional Layer L :
Compute the output:
I —Wi+d_, +1
‘ 32 Apply the activation function (ReLU):
A; = max(0.Z;)
4 For each Pooling Lays L :
Reduce dimensionality: P, = pool(4,)
SGRU Ouput 3 Flatten the pooled output: F = Flatten (P)
............................. 6 BiGRU Component:
| Combined Hidden Staes (H) | 6.1 Initialize hidden states- hifll and hE—?x
““““““““““““““““ 6.2 For each time step 1
Compute forward GRU hidden state:
—~ h —CRU (4.0 7))
Hybridization
. R 63 Compute backward GRU hidden state:
Concatenate cw\r:r;‘dea&nu Outputs (V) EEGI — GRU (A;, h’E:}l)
’ 6.4 Combine forward and backward hidden states h, — h{™ @ b
7 Hybridization:
71 Concatenate outputs from CNN and BiGRU:
V=F&H
R Z-mwﬁ:’":vc:llﬁt? -een 72 Fully connected layer computation:
[ o - - i Zoyper = W -V + ey
8 Final Detection
Apply the sigmoid activation function

¥ = 0(Zome) = T3¢
9 Output Result:
Return v (Phishing or Non-Phishing)
End
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Cross-validation
« Astratified fold cross-validation technigue was employed with 5k folds on the same baseline

dataset.
« The study was evaluated on a different publicly available dataset that was collected from IEEE
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Figure 8: Cross-validation Performance of the algorithm Figure 9: Performance of the Proposed CNN-BiGRU Algorithm on Standalone
Data

Comparison of this Study with Existing Hybrid Deep Learning Algorithms

Table 8: Comparison of this Study with other Existing Hybrid Deep Learning Algorithms

Authors& Algorithm(s) Accura cy Precision Recall F1-score
Year (%) (7o) (%) (%)
Adebowale e  CNN-LSTM 93.20 93.30 93.27 93.21
al. (2020) g
Zhang et al. CNN-BILST 98.84 98.87 99.71 98.04 H
(2021) M E -
&
Alshingitieral.  LSTM-CNN 97.60 96.90 98.20 97.60
(2023)
Ujah- CNN-LSTM 96.80 96.00 97.00 97.00
Ogbuagu et al.
(2024)
This Study ~ CNN-BiGRU 99.97 99.97 99.98 99.98

ﬂ\.\ss‘m
Figure 10: Comparison

CONCLUSION/ FUTURE WORK

The study shows that combining spatial and temporal features through a CNN-BiGRU model
greatly improves phishing website detection. Extensive experiments on an 80,000-instance dataset and
an external benchmark confirm the model’s robustness and generalization, achieving near-perfect
performance (Accuracy 99.97-99.99%, Precision 99.97-99.99%, Recall up to 100%, F1-score up to 99.99%,
Specificity up to 99.98%). These gains consistently outperform prior hybrid approaches (CNN-LSTM, CNN-
BiLSTM, LSTM-CNN), establishing feature fusion as a decisive advancement for phishing mitigation.

with future work targeting real-time use, robustness against attacks, and adaptation to new
phishing techniques..
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