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Rapid growth in AI, cloud computing, and IoT has expanded global digital ecosystems (Terpylo, 2024).

Increased connectivity has led to a parallel surge in cyber threats, especially phishing attacks aimed at 

stealing sensitive information (Snehi & Bhandari, 2021).

Figure 1: Phishing Activity Trends Report from 

2nd Quarter 2024 to 1st Quarter 2025 (APWG, 

2025)

Figure 2: Most Targeted Sectors in 1st 

Quarter 2025 (APWG, 2025)

Existing detection systems that rely on manual feature design and rigid rules have become increasingly 

ineffective (Gupta et al., 2021; Do et al., 2021).

The study is structured around three primary objectives:

i. To design a dual-pathway feature extraction mechanism combining CNN and BiGRU for analyzing 

phishing website data.

ii. To develop a hybrid algorithm that encapsulates two algorithms for phishing website classification

iii. To evaluate the algorithm’s performance using standard metrics, including accuracy, precision, recall, 

specificity, and F1 score.

This study proposed a hybridized deep learning model using a Convolutional Neural Network 

(CNN) and Bidirectional Gated Recurrent Unit (BiGRU) for the detection of phishing websites.

Feature Engineering and Feature Extraction

• In this phase, feature engineering was performed using two deep learning algorithms.

• CNN for spatial and BiGRU for temporal feature extraction, which is presented in

• Tables 2 and 3 as follows:

Figure 4: Flowchart of the 

Hybridized CNN-BiGRU Process

Feature selection with CNN (spatial) and BiGRU (temporal)

• CNN (Spatial Features)

• PCA shows clear separation between legitimate and phishing sites, indicating 

strong spatial feature extraction

• BiGRU (Temporal)

• PCA also reveals distinct class clusters, showing effective temporal feature 

learning.

Figure 5: CNN Spatial features Figure 6: BiGRU Temporal Features

Train-Test Split

• The performance of the proposed algorithms was evaluated using the train-test split 

technique.

• The dataset was divided into 80% for training and 20% for testing

Figure 7: Confusion Matrix

Cross-validation
• A stratified fold cross-validation technique was employed with 5k folds on the same baseline 

dataset.

• The study was evaluated on a different publicly available dataset that was collected from IEEE 

DataPort.

Figure 8: Cross-validation Performance of the algorithm Figure 9: Performance of the Proposed CNN-BiGRU Algorithm on Standalone 

Data
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Figure 3: Architecture of the proposed model

The study shows that combining spatial and temporal features through a CNN-BiGRU model

greatly improves phishing website detection. Extensive experiments on an 80,000-instance dataset and

an external benchmark confirm the model’s robustness and generalization, achieving near-perfect

performance (Accuracy 99.97–99.99%, Precision 99.97–99.99%, Recall up to 100%, F1-score up to 99.99%,

Specificity up to 99.98%). These gains consistently outperform prior hybrid approaches (CNN-LSTM, CNN-

BiLSTM, LSTM-CNN), establishing feature fusion as a decisive advancement for phishing mitigation.

with future work targeting real-time use, robustness against attacks, and adaptation to new

phishing techniques..

Figure 10: Comparison
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