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Introduction

Healthcare organizations operate within strict regulatory environments 
designed to ensure patient safety, data protection, and ethical standards. 
However, for advanced data driven and machine learning based applications in 
health care, the complexity of regulations such as GDPR and AI Act makes 
compliance monitoring challenging. Traditional compliance audit approaches 
rely on manual review processes, which can be time-consuming and prone to 
oversight leading to regulatory violations and non-compliance.

Aim

This work proposes a novel framework to support automatic healthcare 
regulatory compliance by systematically  identifying potential regulatory risks 
and suggesting mitigation strategies. The framework leverages large language 
models (LLMs) to analyze regulatory texts, detect compliance gaps, and 
provide structured recommendations to assist organizations in compliance 
management of healthcare projects.

Use Case and Dataset

The framework was evaluated using a machine learning based hospital 
readmission prediction use case. The task is to predict if a patient will be 
readmitted within 30 days after hospital discharge. The dataset contains 
features like age, gender, diagnosis, number of procedures, and discharge 
destination. Two machine learning models: logistic regression and random 
forest were tested for prediction.

Compliance audit framework concept

The framework involves several modules as shown below. First,  a dataset 
characterization module identifies sensitive attributes and quasi-identifiers of 
compliance from the dataset. Next, the GDPR risk inference module map 
dataset properties to data protection requirements. Then a model assessment 
module is used to study model properties under the EU AI Act. Finally an 
insight generation module creates a synthesis report based on the outputs of 
the above modules to to generate actionable compliance insights

The framework extracted quasi-identifiers in the dataset and assigned 
regulatory risk tags (e.g., high re-identification risk, sensitive attributes). Using 
a GDPR and EU AI Act knowledge base, a RAG-based approach generated 
an automated compliance checklist which helped to identify GDPR and EU AI 
Act regulatory risks that are presented below.

Taking into consideration the above data and prediction model compliance findings, 
our framework generated the following synthesis for the chosen use case: The 
hospital readmission prediction system fails to meet the requirements of 
both the GDPR and the EU AI Act. The data layer presents significant privacy 
and governance risks (44.1% compliance), while the model layer raises 
patient safety, fairness, and transparency concerns. These risks compound 
each other: privacy-sensitive features are also the features driving model 
predictions, creating a regulatory feedback loop.

Our framework demonstrates a data and model driven approach to automate 
compliance audit of AI for healthcare pipelines as per existing EU regulations. This 
is an ongoing work where future directions involve including more use cases, 
models, datasets and considering global data and AI related regulations.

                                                                                                                         

Article id: 
sciforum-163144

Data 
compliance 
findings from 
the healthcare 
dataset 
generated by 
our framework

Model compliance 
findings for the 
trained machine 
learning model  
as identified by 
our framework

Bias, fairness and explainability assessment of the machine learning 
based hospital readmission prediction model reported by our framework


