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Abstract

On 12th May 2017, many health services around the world suffered the attack of the “WannaCry”
ransomware. This paper exposes the main consequences faced by them in the United States, Great
Britain, Germany, Australia, New Zealand and Spain, and the possibilities according to the Spanish
Criminal Code of prosecuting this kind of crimes, demonstrating that we must secure the internal
excellence of each individual health service, promote the development of new, more technical articles in
the mentioned legal text and, above all, strengthen the international cooperation in order to effectively
prosecute these attacks.
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1. INTRODUCTION

Imagine the nearest hospital to your home. Suddenly, a telephone rings and a
known but nervous voice gives a strange and urgent order. “A massive cyber-attack is

damaging our system. Switch off all the computers. All of them. Immediately!”

You obey the command but, at the same time, you start asking yourself an infinite
amount of questions; how is the health system going to work? What will happen with the
patients? Is this action really legal? Is someone going to prosecute the authors of the

attack? This paper tries to answer some of these questions. Information is the key to



understand what some authors have called the biggest massive cyber-attack in history?,
even more if we take into account that the day the attacks took place the confusion among
the citizenry was absolute until the authorities started clearing the situation.

The virus “WannaCry” has been considered by Europol as unprecedented: it
blocked the computer systems of hundreds of companies and institutions in more than 70
countries, affecting more than 200,000 computers. Thanks to this tool, the criminals
developed a massive campaign of ‘ransomware”, demanding money (the so called
“bitcoins”, a digital coin difficult to track) to the victims in exchange of the access to their
systems. If we pay attention to the opinion of the most prestigious jurists?, it is undeniable

that these actions reunite all the requirements to be considered as criminal activities.

2. THE IMPACT ON THE INTERNATIONAL HEALTH SERVICES

According to experts®, the “WannaCry” infection, in a hospital setting, is able to
cause a block in the access to lab results or patient records, or even a failure to share drug
interaction or allergy information between hospital computers or other devices. The most
important element here is centralization. Indeed, it may have been the reason why
hospitals and other medical organizations in the United States avoided serious damages
(although the American systems got impacted in some regard): they are less centralized
than the British one. However, American health care providers are worried, as we can see
in one large hospital system in Boston, where all attachments in e-mails have been

disabled and they prepare themselves for hypothetical future attacks.

When it comes to health services, the country that has suffered the biggest damage
is, without any doubt, the United Kingdom, which has one of the most centralized health

care systems in the world. The state-run National Health Service (NHS) declared a major
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incident, forcing hospitals to act immediately in order to protect themselves from the attack.
In Britain, the NHS was the worst hit*. The name of the malware used in their case was
“Wanna Decryptor”, and it forced staff to use pen and paper again due to the unavailability
of key systems, including telephones. NHS organisations across England reported IT
failures, and hospitals were forced to turn away patients and cancel appointments, while
people in affected areas were advised to seek medical care only in case of emergency. In
England, the attack had life and death consequences®: the IT systems were shut down in
order to protect them, so all systems were offline and hospitals were unable to accept
incoming calls. Scheduled appointments had to be cancelled, ambulances were diverted
and some departments shut down entirely. Staff did not have access to any digital file. Of
course, the NHS had been hit by such attacks before, but this attack has been considered

by far the worst.

Germany did not suffer great damages, because its 2,000 hospitals are run by
various organizations and, as a consequence, its hospital landscape is extremely

decentralized®. Australia and New Zealand saw no impact at all in their health systems’.

In Spain, one of the first countries to suffer the attack, the CCN (Centro Criptol6gico
Nacional), assigned to the CNI (Centro Nacional de Inteligencia), immediately alerted of the
attacks. Thanks to this warning, institutions like the Basque Government put into practice
their own “active alert”, a security protocol oriented to protect, among others, Osakidetza
(the Basque Health System)8. The answer to the attack consisted in cutting off internet
access and blocking access to the email accounts®. The damages suffered in the Basque

Country were really low, but the Basque Government started working immediately and only
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a month later it announced?? the creation of a whole new Basque Center for Cibersecurity
in ongoing coordination with the Ertzaintza (the police force from the Basque Country) and

other institutions.

3. THE ANSWER IN THE SPANISH CRIMINAL CODE

First of all, it is important to understand that is really difficult to catch this kind of
criminals due to the nature of the crime itself. We can summarize it in the following terms:
the criminals, exploiting a vulnerability in the Windows operating system, send the
‘ransomware” (a type of malware that encrypts a user’s data, in our case, “WannaCry”) to
the victims, and then demands payment in exchange for unlocking the data. The criminals
demand the payment through cryptocurrency (Bitcoin), and warn that the payment will be
raised after a certain amount of time. “WannaCry” does not distinguish between a
computer, smartphone or medical device, and there is no need to click a link: if a health
care system is connected to the internet and its system is outdated, the malware can find it
and infect it. Unfortunately, we will not find this exact (or similar) action in the Spanish

Criminal Code, neither a special legislation nor a court to judge it.

However, if we were able to identify the authors and know the place where the
actions took place, we could prosecute them in their own countries. In Spain, the cases
related to ransomware have been judged!' as concurrent offences, the addition of a crime
of fraud (article 248 and successive of the Spanish Criminal Code) and a crime of damage

to computers (article 264 and consecutives of the same legal text).

In conclusion, | think that we must work in three different fields. First, we must
guarantee the internal excellence of the health service securing that the last technical
updates and security protocols are instituted. Second, we should study the possibility of
developing new and more technically accurate articles in the Spanish Criminal Code with
the collaboration of the most renowned computer experts. Third, it is imperative to
strengthen the international collaboration, like Europol announced days after the attacks,
when they started a complex international investigation in order to identify their authors.
Only this way we will be able to secure the rights of the most important individuals of the

international health service: the patients, guaranteeing their health and wellness.
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